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Managing identities in a SaaS

SaaS Identity Provider (IDP)

Tenant 1 users 

Shared Services

Tenant 2 users 

Tenant 2 

SaaS Control Plane 

Tenant 1

Onboarding

Identity

Tenant  

Management 

…

Metrics / Analytics 

Users

AWS Cloud

Application Plane 

SaaS application 
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Tenant 

identity  

Representing SaaS identity

SaaS Control Plane

John Doe

(Tenant 1)

"email”          : ”john@tenant1.com",

   "given_name”          : ”John",

   "family_name”          : ”Doe",

   "phone_number”       : ”(408) 555-1212",

"tenant_id”             : "tenant_001",

   "tier_id”                   : ”Premium",

   "company_id”          : ”tenant1.com", 

User 

identity  

SaaS 

Identity 

SaaS IDP

+
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A first-class SaaS token to represent SaaS identity

JSON Web Token (JWT)

{

   "sub”           : ”95daf444-32gs",

   "email”          : ”john@tenant1.com",

   "email_verified”         : true,

   "given_name”          : ”John",

   "family_name”          : ”Doe",

   "phone_number”       : ”(408) 555-1212",

   . . . 

   "tenant_id”             : "tenant_001",

   "tier_id”                   : ”Premium",

   "company_id”          : ”tenant1.com",   

   ”status”          : ”Active”,

     . . . 

}

User Details 

Tenant Details 

• Fully managed by the SaaS IdP

• Security in-built 

• Embedded the SaaS Identity

Identity Tokens

User 

Identity  

Tenant 

Identity  

SaaS 

Identity 
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User auth flow with Amazon Cognito IDP 

John Doe

(Tenant 1)

SaaS App
Amazon Cognito

SaaS IDP
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User auth flow with Amazon Cognito IDP 

John Doe

(Tenant 1)

SaaS App
Amazon Cognito

SaaS IDP
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User auth flow with Amazon Cognito IDP 

John Doe

(Tenant 1)

SaaS App
Amazon Cognito

SaaS IDP

<cognito-domain>/oauth2/authorize?

client_id=<Cognito Client Id>

&redirect_uri=<saas_domain>

&scope=openid+profile+email

&code_challenge=<code challenge>
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User auth flow with Amazon Cognito IDP 

John Doe

(Tenant 1)

SaaS App
Amazon Cognito

Authenticate 

against user pool

SaaS IDP
Cognito Hosted UI
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User auth flow with Amazon Cognito IDP 

<saas_domain>/?code=authorization_code

John Doe

(Tenant 1)

SaaS App
Amazon Cognito

Authenticate 

against user pool

SaaS IDP
Cognito Hosted UI
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User auth flow with Amazon Cognito IDP 

John Doe

(Tenant 1)

SaaS App
Amazon Cognito

Authenticate 

against user pool

SaaS IDP
Cognito Hosted UI

POST <cognito-domain>/oauth2/token

grant_type=authorization_code

&client_id=<Cognito Client Id>

&code_verifier=<code verifier>

&redirect_uri=<saas_domain>
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{

    "id_token": "<id_token>",

    "access_token": "<access_token>",

    "refresh_token": "<refresh_token>",

    "expires_in": 3600,

    "token_type": "Bearer"

}

User auth flow with Amazon Cognito IDP 

John Doe

(Tenant 1)

SaaS App
Amazon Cognito

Authenticate 

against user pool

SaaS IDP
Cognito Hosted UI
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     Cognito JSON Web Token (JWT)
{

   "sub”     : ”95daf444-32gs",

   "email”     : ”john@tenant1.com",

   "email_verified”    : true,

   "given_name”    : ”John",

   "family_name”    : ”Doe",

   "phone_number”    : ”(408) 555-1212",

   "custom:tenant_id”    : "tenant_001",

   "custom:tier_id”    : ”Premium",

   "custom:company_id”     : ”tenant1.com",   

   ”custom:status”    : ”Active”,

}

User auth flow with Amazon Cognito IDP 

John Doe

(Tenant 1)

SaaS App
Amazon Cognito

Authenticate 

against user pool

SaaS IDP
Cognito Hosted UI
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User auth flow with Amazon Cognito IDP 

John Doe

(Tenant 1)

SaaS App
Amazon Cognito

Authenticate 

against user pool

Microservice 1 Microservice 2 

HTTP header

“Authorization”: Bearer <cognito_token>

HTTP header

“Authorization”: Bearer <cognito_token>

SaaS IDP
Cognito Hosted UI
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App integration

Amazon Cognito as the SaaS IDP 
Cognito user pool elements that help to represent SaaS identity 

App Client 1

Cognito User pool 

App Client 2

Groups 

Sign-in experience

Sign-up experience

Password policy, MFA

Define user "schema" with 

attributes: OAuth2 or custom

Cognito domain, 

hosted UI

Properties 

Security settings, WAF, 

Triggers 

Users 
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Tenants demand a “single source of identity” 

Tenant 1

IT Admin John

SaaS Application

Tenant Id Name

1 Nikki

1 John

1 JorgeCorporate apps
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Tenants demand a “single source of identity” 

Tenant 1

IT Admin John

SaaS Application

Tenant Id Name

1 Nikki

1 John

1 JorgeCorporate apps

Central Corporate IDP

Single Sign On
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Tenants demand a “single source of identity” 

Tenant 1

IT Admin John

SaaS Application

Tenant Id Name

1 Nikki

1 John

1 JorgeCorporate apps

Central Corporate IDP

Single Sign On
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Tenants demand a “single source of identity” 

Tenant 1

IT Admin John

SaaS Application

Tenant Id Name

1 Nikki

1 John

1 JorgeCorporate apps

Central Corporate IDP

Single Sign On
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Tenants demand a “single source of identity” 

Tenant 1

IT Admin John

SaaS Application

Tenant Id Name

1 Nikki

1 John

1 Jorge

1 John

Corporate apps

Central Corporate IDP

Single Sign On
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Tenants demand a “single source of identity” 

Tenant 1

IT Admin John

SaaS Application

Tenant Id Name

1 Nikki

1 John

1 Jorge

1 John

Corporate apps

Central Corporate IDP

Single Sign On

Single Sign On to SaaS app
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SaaS need federated identity support 

AWS Cloud

Amazon Cognito

Tenant 3 users 

Tenant 1 (federated)

Authenticate Onboard
Corporate

IDP

Onboard

Tenant 2 federation 

configs 

Shared Services

…

…

SaaS Control Plane 

Tenant 2 (federated)

Authenticate
Corporate 

IDP

SAML2.0

Tenant 1 federation

configs  

SaaS Application 

Tenant 3 (non-federated) 

Onboard

                       + Authenticate

Onboarding

Identity

Tenant  

Management 

Metrics / Analytics 
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SaaS federated identity flow

AWS Cloud

SaaS Application  

Plane 

Tenant User

Tenant 1

Access SaaS app 

Direct to the 

Tenant’s IDP

Redirection back to 

SaaS with a Token

1

2
3User logs in  

With corporate 

Credentials 

4 SaaS Control Plane  

Amazon Cognito

SaaS application 

Corporate IDP
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App integration

Amazon Cognito as federated SaaS IDP 

Cognito user pool elements that help to implement federated SaaS Identity

App Client 1

Cognito User pool 

App Client 2

Groups 

Sign-in experience

Sign-up experience

Password policy, 

MFA

Auto-generated users, Custom 

attributes 

Cognito domain, 

hosted UI  

Properties 

Security settings, 

WAF, Triggers 

Users 

Federated Identity 

Providers 

Federated IDP 1

Federated IDP 2

Protocol specific 

configs, 

Attribute map 

Proxy Users 
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Federated SaaS identity – Challenges 

Support both federation 

with standard identity flow 

in the SaaS

Need a generic way to 

support IDP integrations
Still need to support

SaaS Identity = (user + tenant) 

identity 

Automate workflows for 

seamless federated experience 

Handle compliance, cost and 

IDP quotas
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OAuth/OIDC

Identity federation protocols 

SAML 2.0 Social Providers 

An identity layer on top of 

OAuth 2.0. Allows third-party 

apps to verify user identities

Simplifies the user 

authentication using XML based 

communication 

Sign-in through social identity 

providers such as Google, 

Amazon, Apple 
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Tenant onboarding with 
federated identity setup 
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Tenant onboarding challenge 

Admin

Create an “Integration App”

Tenant 1
For Tenant1 IDP to POST the federated 

response back to SaaS 

{ 
  “AppClientId”
  ”ClientSecret
  ”IssuerUrl”
}
 OR

{
  “MetadataURL”
}

SaaS Application 

Tenant1 IDP 

“Integration App” Configs

Callback URL  or  SSO URL

       (OIDC)               (SAML)

SaaS IDP

Amazon Cognito

OIDC

SAML
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Flow 1 : Federated tenant onboarding

Admin

Tenant1

Basic

FREE

Advanced

$ 199

Premium

$ 699

SaaS Public landing page

Tenant1 IDP  (OIDC)
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{
  ”adminName": ” Jane Doe",
  ”adminEmail": ”jane@tenant1.com",  
  ”tier": ”Premium",
  ”companyName":”Tenant1",
  "companyURL":” https://tenant1.com”
}

Flow 1 : Federated tenant onboarding

Registration

Enter Admin user & Company details 1

Admin

Tenant1

Basic

FREE

Advanced

$ 199

Premium

$ 699

SaaS Public landing page

Tenant1 IDP  (OIDC)



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Flow 1 : Federated tenant onboarding

Registration

Tenant  
management

Enter Admin user & Company details 

Tenant ID

Tier plan

Identity mapping

1

2

Admin

Tenant1

Basic

FREE

Advanced

$ 199

Premium

$ 699

SaaS Public landing page

Tenant1 IDP  (OIDC)
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Flow 1 : Federated tenant onboarding

Registration

Tenant  
management

User pool

App client

Cognito domain

Custom attributes

• Create Admin user 

Enter Admin user & Company details 

User 
management

Tenant ID

Tier plan

Identity mapping

1

2

3

Admin

Tenant1

Amazon Cognito

Basic

FREE

Advanced

$ 199

Premium

$ 699

SaaS Public landing page

Tenant1 IDP  (OIDC)
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Flow 1 : Federated tenant onboarding

Registration

Tenant  
management

User pool

App client

Cognito domain

Custom attributes

• Create Admin user 

Enter Admin user & Company details 

User 
management

Tenant ID

Tier plan

Identity mapping

Callback

 URL

1

2

3

Admin

4

Tenant1

Amazon Cognito

Basic

FREE

Advanced

$ 199

Premium

$ 699

SaaS Public landing page

”CallbackURL”   : "<cognito-domain>/oauth2/idpresponse”

Tenant1 IDP  (OIDC)
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Flow 1 : Federated tenant onboarding

Registration

Tenant  
management

User pool

App client

Cognito domain

Custom attributes

• Create Admin user 

Enter Admin user & Company details 

User 
management

Tenant ID

Tier plan

Identity mapping

Callback

 URL

1

2

3

Admin

4

Tenant1

Tenant admin panel

Amazon Cognito

Basic

FREE

Advanced

$ 199

Premium

$ 699

SaaS Public landing page

”CallbackURL”   : "<cognito-domain>/oauth2/idpresponse”

Tenant1 IDP  (OIDC)

”TenantAdminURL": "<saas-domain>/admin/home”
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Flow 1 : Federated tenant onboarding

Registration

Tenant  
management

User pool

App client

Cognito domain

Custom attributes

• Create Admin user 

Enter Admin user & Company details 

User 
management

Tenant ID

Tier plan

Identity mapping

Callback

 URL

1

2

3

Admin

4

Create “OIDC integration app” 

with callback URL

Tenant1

Tenant admin panel

5

Amazon Cognito

Basic

FREE

Advanced

$ 199

Premium

$ 699

SaaS Public landing page

”CallbackURL”   : "<cognito-domain>/oauth2/idpresponse”

Tenant1 IDP  (OIDC)

”TenantAdminURL": "<saas-domain>/admin/home”
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{ 
  “AppClientId":”<id> ",
  ”ClientSecret":”<secret>",
  ”IssuerUrl":
     "https://tenant1.okta.com/oauth2/default" 
}

Flow 1 : Federated tenant onboarding

Registration

Tenant  
management

User pool

App client

Cognito domain

Custom attributes

• Create Admin user 

Enter Admin user & Company details 

User 
management

Tenant ID

Tier plan

Identity mapping

Callback

 URL

1

2

3

Admin

4

Create “OIDC integration app” 

with callback URL

Tenant1

Tenant admin panel

5

Amazon Cognito

Basic

FREE

Advanced

$ 199

Premium

$ 699

SaaS Public landing page

6 Enter Tenant1 IDP integration configs 

Tenant1 IDP  (OIDC)
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Flow 1 : Federated tenant onboarding

Registration

Tenant  
management

User pool

App client

Cognito domain

Custom attributes

• Create Admin user 

Enter Admin user & Company details 

User 
management

Tenant ID

Tier plan

Identity mapping

Callback

 URL

1

2

3

Admin

4

Create “OIDC integration app” 

with callback URL

Tenant1

Tenant admin panel

5

Amazon Cognito

Basic

FREE

Advanced

$ 199

Premium

$ 699

SaaS Public landing page

• OIDC provider

6
Create Federated 

Identity 

7

Enter Tenant1 IDP integration configs 

Tenant1 IDP  (OIDC)
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Amazon Cognito – OIDC provider
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Flow 2 : Federated tenant onboarding

Admin

Tenant 2

Basic

FREE

Advanced

$ 199

Premium

$ 699

SaaS Public landing page  

Tenant 2 IDP (SAML)
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Flow 2 : Federated tenant onboarding

Admin

Tenant 2

Basic

FREE

Advanced

$ 199

Premium

$ 699

SaaS Public landing page  

Create “SAML integration app”1

Tenant 2 IDP (SAML)
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{
  ”adminName": ” Jane Doe ",
  ”adminEmail": ”jane@tenant2.com",  
  ”tier": ”Premium",
  ”companyName":”Tenant2",
  "companyURL":” https://tenant2.com”
  ”MetadataURL":
        "https://tenant2.okta.com/
      <id>/sso/saml/metadata"
 }

Flow 2 : Federated tenant onboarding

Registration

Enter Admin user, Company details details and  

integration app config  
2

Admin

Tenant 2

Basic

FREE

Advanced

$ 199

Premium

$ 699

SaaS Public landing page  

Create “SAML integration app”1

Tenant 2 IDP (SAML)
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Flow 2 : Federated tenant onboarding

Registration

Tenant  
management

Enter Admin user, Company details details and  

integration app config  

Tenant ID

Tier plan

Identity mapping

2

3

Admin

Tenant 2

Basic

FREE

Advanced

$ 199

Premium

$ 699

SaaS Public landing page  

Create “SAML integration app”1

Tenant 2 IDP (SAML)
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Flow 2 : Federated tenant onboarding

Registration

Tenant  
management

User pool

App client

Cognito domain

Custom attributes

Enter Admin user, Company details details and  

integration app config  

User 
management

Tenant ID

Tier plan

Identity mapping

2

3

4

Admin

Tenant 2

Amazon Cognito

Basic

FREE

Advanced

$ 199

Premium

$ 699

SaaS Public landing page  

• SAML provider

Create “SAML integration app”1

{ 
   ”MetadataURL":
        "https://tenant2.okta.com/<id>/sso/saml/metadata"
 }

Tenant 2 IDP (SAML)
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Flow 2 : Federated tenant onboarding

Registration

Tenant  
management

User pool

App client

Cognito domain

Custom attributes

Enter Admin user, Company details details and  

integration app config  

User 
management

Tenant ID

Tier plan

Identity mapping

Callback

 URL
2

3

4

Admin

5

Tenant 2

Amazon Cognito

Basic

FREE

Advanced

$ 199

Premium

$ 699

SaaS Public landing page  

• SAML provider

{
  "SSOURL”.   : "<cognito-domain>/saml2/idpresponse”,

  "SPEntityID": "urn:amazon:cognito:sp:<UserPoolId>”
}

Create “SAML integration app”1

Tenant 2 IDP (SAML)
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Flow 2 : Federated tenant onboarding

Registration

Tenant  
management

User pool

App client

Cognito domain

Custom attributes

Enter Admin user, Company details details and  

integration app config  

User 
management

Tenant ID

Tier plan

Identity mapping

Callback

 URL
2

3

4

Admin

5

Tenant 2

Amazon Cognito

Basic

FREE

Advanced

$ 199

Premium

$ 699

SaaS Public landing page  

• SAML provider

{
  "SSOURL”.   : "<cognito-domain>/saml2/idpresponse”,

  "SPEntityID": "urn:amazon:cognito:sp:<UserPoolId>”
}

Configure SSO URL & 

SPEntityID6

Create “SAML integration app”1

Tenant 2 IDP (SAML)
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Cognito design – Pool model 

Amazon Cognito

Users

Each tenant will have dedicated federated identity provider and shared App client with a shared user pool 

Tenant 1 

App Client 

(shared)

Cognito user pool 

Tenant 2 

Client secret 

Okta app client ID Issuer URL

Attribute Map

Federated IDP - Tenant 1

Tenant 1 proxy users 

(federated) 

User group – tenant 1

Tenant 2 proxy users 

(federated) 

User group – tenant 2

…

Client secret 

FB app client ID Issuer URL

Attribute Map

Federated IDP - Tenant 2
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Cognito design – Silo model 

Amazon Cognito

User pool

Each tenant will have dedicated federated identity provider and dedicated user pool (and so an app client)  

Tenant 1 

App client 

(Tenant 1)

…

Tenant 2 

App client 

(Tenant 2)

Tenant 1 proxy users 

(federated) 

…

User pool

Tenant 2 proxy users 

(federated) 

Client secret 

Okta app client ID Issuer URL

Attribute Map

Federated IDP - Tenant 1

Client secret 

FB app client ID Issuer URL

Attribute Map

Federated IDP - Tenant 2
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<cognito-domain>/oauth2/authorize

?client_id=<Cognito Client Id>

&redirect_uri=<SaaS App URL>

&scope=openid+profile+email

&response_type=code

&code_challenge=<code challenge>

&code_challenge_method=S256

POST <cognito-domain>/oauth2/token

grant_type=authorization_code

&client_id=<Cognito Client Id>

&code_verifier=<code verifier>

&redirect_uri=<saas_domain>

https://<company idp>/oauth2/default/v1/authorize

?client_id=<Okta AppClient Id>

&redirect_uri=<cognito-domain>/oauth/idpresponse

&scope=openid+profile+email

&response_type=code

&state=<state>

{

    "id_token": "<id_token>",

    "access_token": "<access_token>",

    "refresh_token": "<refresh_token>",

    "expires_in": 3600,

    "token_type": "Bearer"

}

<saas_domain>/?code=<code>&state=<state>https://<cognito-domain>/oauth2/idpresponse?code=<code>

Federated tenant user login – OIDC

Tenant user

SaaS Application
Amazon Cognito

Create proxy user 

in the user pool

OIDC IdP
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Tenant user login – Federated SAML flow 

{

    "id_token": "<id_token>",

    "access_token": "<access_token>",

    "refresh_token": "<refresh_token>",

    "expires_in": 3600,

    "token_type": "Bearer"

}

POST https://<cognito-domain>/saml2/idpresponse

with SAML Assertion in body

Tenant user

SaaS Application
Amazon Cognito

Create proxy user 

in the user pool

https://<company idp>/<id>/sso/saml

?SAMLRequest=<SAML Request>

&RelayState=<Relay State>

<cognito-domain>/oauth2/authorize?client_id=<Cognito Client Id>

&redirect_uri=<SaaS App URL>

&response_type=code

&scope=openid profile email

&code_challenge=<code challenge>

&code_challenge_method=S256

SAML IdP



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cognito as a federation hub

Tenant 1 IdP  

Tenant 2  IdP 

Tenant 1

Tenant 2

Amazon Cognito 

OIDC

OIDC

SAML 

SaaS application

OIDC
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Federated proxy users  
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Attribute mapping – Tenant IDP

Maps user attributes from tenant IDP to standard OIDC attributes for handshaking 

Admin

Tenant1

Create “integration app”1
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Cognito attribute mappings – OIDC

Maps attributes from OIDC ID Token to the Cognito user profile attributes  
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Cognito attribute mappings – SAML  
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Cognito Lambda triggers 
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Adding the tenant context and custom attributes 

Tenant user

SaaS application
Amazon Cognito

Cognito Post-confirmation 

trigger

Amazon DynamoDB

Create proxy user in 

the user pool 

Company 

identifier
Tenant ID

anycompany.com AB4CD5034208

Update user with  custom:tenantId = AB4CD5034208

1 2

3

4

5
6

Tenant IdP
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Inside the Lambda trigger

Company identifier Tenant ID

saascompany.com AB4CD5034208

anycompany.com 06EC0C83E010
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User sign-in – Default behavior



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

{

    "id_token": "<id_token>",

    "access_token": "<access_token>",

    "refresh_token": "<refresh_token>",

    "expires_in": 3600,

    "token_type": "Bearer"

}

Dynamically select the correct provider

Tenant user

SaaS Application
Amazon Cognito

Find provider with 

Identifier

https://<cognito-domain>/oauth2/authorize

?client_id=<Cognito Client Id>

&redirect_uri=<SaaS App URL>

&response_type=code

&code_challenge=<code challenge>

&code_challenge_method=S256

&idp_identifier=<identifier>

Azure AD

Identity Providers

Auth based on provider protocol
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Configure your client

https://<cognito-domain>/oauth2/authorize

?client_id=<Cognito Client Id>

&redirect_uri=<SaaS App URL>

&response_type=code

&code_challenge=<code challenge>

&code_challenge_method=S256

&idp_identifier=saascompany.com

&identity_provider=SaaSCompany-SAML

&login_hint=joe@saascompany.com
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Special considerations 
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Handling entitlements

Tenant user

SaaS application
Amazon Cognito

Pre-authentication

trigger

Amazon DynamoDB

Tenant ID Tier

AB4CD5034208 Platinum

1 2

3

4 5

Tenant IdP

5
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Federated considerations with Cognito
• A deeper understanding of OAuth 2.0/OIDC is helpful for 

understanding Cognito's mental model

• Quotas (both resource and rate) are in effect

• Price goes up a bit

• SAML/OIDC federation MAU cost is more than user pool/social

• Cognito identity pools are NOT at play here

Quotas Pricing
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Summary 

• Federation has more moving parts, but is automatable

• Cognito is a federation hub

• Lambda triggers for customization

• Reconcile user differences with mapping

• Automatically pick federated IdP when pooled

• Unify federated and unfederated in a single onboarding process
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Thank you!
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Please complete the session 
survey in the mobile app

Toby Buckley

tobuck@amazon.com 

Dhammika Sriyananda

sriyana@amazon.com
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