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Session agenda

AWS perspective on enterprise transformation and

I cloud operating model

C Gilead's transformation journey in the cloud

C Gilead's operational excellence strategy and lessons
learned

C AWS enterprise transformation best practices and

getting started
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Building a solid cloud foundation

Getting your operating model right unlocks cloud value and enables
enterprise transformation that aligns to desired business objectives

& @ ©

Business objectives Vision, strategy Execution
and alignment and approach and delivery
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Key factors to drive success and incremental value
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Cloud adoption transforms people, process, and
technology

WHILE DISRUPTIONS ARE DAUNTING, THEY PRESENT OPPORTUNITIES

W) (8

People Process Technology

« Establish business and IT « Implement a product- o Build resilient IT infrastructure
alignment to drive organizational centric approach for and applications
change delivery speed and agility « Embrace modernization

« Upskill for modernization and o Streamline and automate solutions
innovation where possible

« Leverage partnerships to help o Foster data-driven
accelerate decision-making
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' Establish a modern business model with
convergent outcomes

Business outcomes

0

Technology outcomes

G o
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New ideas and differentiated Operational

innoviution Aligned Objectives exce\lence
and Capabilities

@

Speed to market and Joint Joint Cost
customer impact Processes Workforce optimization
1~=]
Enterprise Transformation Drivers

Security and
compliance

Time to business
value and results

Innovation Insights Modernization
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What is a Cloud Operating Model?

* A Cloud Operating Modelis a required to build, mature, and
optimize cloud environments

« An optimal cloud operating model drives business outcomes for enterprise

transformation
Leverage best practices Adopt cloud orientated Build trust across the Evolve people, process,
for operational excellence approaches by reviewing organization by and technical maturity by
on the cloud existing manual processes establishing clear lines of assessing current and
. and recommending cloud ownership, visibility and target state capabilities
Review current and native improvements metrics aligned to the against AWS best practices
planned processes business needs to drive proactive
against these to develop operations approaches
plans to increase maturity
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Work backwards from your business objectives
to determine your target operating model
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Set the foundation to transform your business
with key capabilities

AWS ENTERPRISE TRANSFORMATION PILLARS
Strategy/vision/value/

validation Financial
. management
Business case ST
t £ ti Cost optimization Manage financial aspects of cloud
ranstormation Develop plans to achieve strategic Blsiness estate that aligns to corporate and
Roadmap outcomes and business value using . R IT financial reporting
. he cloud intelligence
Business value the clou ) .
realization FinHub an

automated process

Enterprise

cloud value | g&;
realization @D/\'

Cloud culture Cloud Operating Model

Cloud leadership and

CloudOps
CCoE ot Evolve and mature cloud operatin
Evolve organizational culture Resilience ! pleslalily)
Workforce for continuous innovation, digital model, cloud operations, and build
Organizational change
acceleration
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| Build maturity across all capabilities to achieve the
benefits of the cloud @

h Expert A :> Continuous
] improvement
h Adva nced / U Automated value
i ]

streams and processes

ntermedlateA Service value driven /
EstablishedA | |_| operating capabilities

Early cloud-driven

] | | operating capabilities
Base A U Core cloud
]

capabilities enabled

Incrementally building maturity to maximize benefits

\_ On-premises/legacy
and support business outcomes

operating capabilities

Journey from Traditional Ops to CloudOps
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GILEAD

Creating Possible

Gilead’s miss

To discover, develop, and deliver
innovative therapeutics for people
with life-threatening diseases

aWS © 2024, Amazon We nc. or its affiliates. All rights reserved.



Gilead’s journey with AWS

On-prem migration completed,
modernizing workloads using
advanced AWS-native
capabilities

Mature cloud

Organizational and data platform
transformation

in IT to become

AWS preferred cloud-first

Started migration cloud provider

Mainly On prem with to AWS
some AWS usage

2022
2021

2020
2019
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l
What's the adoption so far?

(5 Cloud &% Data & Al
applications running on AWS Gilead Cloud data engineers, scientists, and analysts
of Gilead's revenue processed by cloud- published data products in catalog

hosted SAP system
Al/ML use cases in production
workloads migrated from on-premise
queries per month
Lowered carbon footprint in the last three years
by over

Adopted by all lines of business across Gilead
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Benefits of converging Cloud, Data & Al

. (

]ﬂl Drug discovery o Drug development
» Researchers can process vast datasets in real time  Streamline clinical trials by predicting
« Identify potential drug candidates more quickly outcomes, optimizing patient

- More targeted and efficient discovery processes recruitment, and improving trial designs

* Minimize time to market and reduce

costs
E‘ Commercialization Eﬂ Drug manufacturing
 Facilitate targeted marketing » Enable smarter, more efficient
 Predict market needs, optimize supply chains, manufacturing processes
and create more effective sales strategies » Dynamically adapt based on real-time
« Improved market penetration monitoring and optimization

» Enhance quality control, reduce waste,
and better ensure compliance
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Strategy for Cloud, Data & Al

b
&

©

Priorities

Build and modernize technology infrastructure
on cloud to enable data, analytics, Al, and gen
Al capabilities

Attract, develop, and retain cloud, data,
analytics, and Al talent and skills to build and
operate world-class cloud, data, & Al capabilities

Manage privacy, security, and compliance
risks and evolving regulatory requirements

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Establish a compelling vision, create and
communicate effective cloud, data management,
and Al platform strategy and foster relationships
with stakeholders

Foster a data product mindset and data-driven
culture through data democratization; enable
the Enterprise Data Science Council

Focus on governance and operational excellence
for Cloud, Data, & Analytics; publish business
capability roadmaps, simplify application
landscape, and provide technology governance

GILEAD
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Gilead operational excellence approach

Business alignment 1

Drive business capabilities by leveraging
innovative cloud technologies aligned with
business needs; align with Gilead’s business
strategy and sustainability goals

2 Cloud transformation

Transform Gilead to be cloud-first across

(2] business, people, governance, platform,
— security, and operations; exit data center
6o via lift-and-shift followed by workload
modernization

Build the right platforms to deliver
product-driven, self-service cloud,
data, analytics, and Al/ML capabilities

Drive continuous improvement in demand
management, change management,
vendor management, support operations,
and Cloud Community of Practice

5

Governance

Ensure proper oversight of the platforms and
workloads so they remain optimized, secure, and
compliant
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I 1 Business alignment

Strategic alignment with Gilead'’s priorities

Gilead
Long-Term ¢
Ambitions

Deliver shareholder value in a
sustainable, responsible manner

Be the biotech employer
and partner of choice

i Bring 10+ transformative
therapies to patients by 2030

Gilead
Strategic
Priorities

Expand internal and Strengthen portfolio strategy Increase patient Continue to
external innovation and decision-making access and benefits evolve our culture

Democratized access to cloud technologies, trusted data, and insights accelerates and empowers
our ambitions and priorities

Cloud, Data WV
& Analytics
Organization

. Corporate Corporate
m m “ Affairs & Legal

Gilead IT Vision and Mission:
To empower a cloud-first and data-driven culture
To deliver democratized access to cloud, data, and analytics technologies to enable the business to innovate with speed and scale
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2 Cloud transformation

Transformation strategy

\
S
-
L d

4

Technology

Organization transformation: Business and technology teams orchestrate to create business value
Product transformation: Reimagine solutions at the confluence of Cloud, Data, and Al

Technological transformation: Use the cloud to migrate and modernize infrastructure, data, and analytics platforms

Process transformation: Digitize, automate, and optimize business operations
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Converged cloud, data, and Al platforms

IT & LOB: Al & analytics use cases

Implemented
. . sin
Gilead Analytics & Al Platform ! Sl
Accessing
Enterprise Gilead Data Mesh [ datafrom
architecture
and technology Managed at
governance Gilead Data Platform | scale by
N Deployed
Gilead Cloud Platform pony
AWS Services
aWS, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved. G I L E A D
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Cloud platform overview

Capabilities Benefits

Automated account provisioning | Self-serve experience
Access control Productivity

Cloud portal/service catalog Specd

Cloud infrastructure

Scale
Software development tools

CI/CD pipelines | Security
Logging and observability | Cost optimization

Backup and disaster recovery Compliance

Networking )
Innovation

Guardrails
Increased sustainability

Adopted by

Research | Development | PDM | Commercial | Finance | HR | Corporate Affairs & Legal | Corporate Operations
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I Cloud platform architecture

Foundation

Provisioning

Centralized versus distributed capabilities
Separate workloads by environment and compliance
Get OU structure right

Networking foundation before migrating CNDB

|@ Security account

Discovery

ClsY Cloud portal
account

~—

Establish and enforce tagging policy
Cl/CD for prod deployments cooe

Service catalog
pattern CI/CD

Terraform for infrastructure-as-code (l1aC) oLl
1lea

Automate account provisioning adopters

Eliminate unlinked AWS accounts

Security

BWS

p S

Just-in-time permissions
Create task-specific roles

Avoid long-lived credentials

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Common configurable
CI/CD pipeline to
deploy workloads

aws
~—"

AWS

|@ Monitoring and logging

aws Workload Accounts
(Sandbox,

dev, test, val, prod)

Workload

Amazon Amazon
EMR Redshift

Bl Networking
S
account

Connectivity I

Amazon Amazon Amazon among
S3 EC2 EKS accounts
On-
premises
3rd part
Automated party
; systems
account creation
Management e RUsy Continuous
- compliance account
secotnt AWS Control P
Tower
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I Data and Al platform overview

Capabilities

Self-serve data delivery and Al infrastructure
ELT pipelines and framework

Data product lifecycle APIs

Enterprise data catalog

DataOps, MLOps & LLMOps pipelines

Data sharing

Data observability

Federated SQL query engine

Al Workbench & Al Hub

Benefits

Enable cross-domain use cases
Speed to insights

Cost optimization

Compliance

Performance

Improved developer productivity
Lower entry barrier to data mesh

Improved data quality

Adopted by

Research | Development | PDM | Commercial | Finance | HR | Corporate Affairs & Legal | Corporate Operations
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I
Data and Al platform architecture

Mesh experience Data Product Observability Data product catalog

Find data

plane Schema : products and
’ : - Data product discovery
Services that operate . Shape/profile Data product e i et get access
- registration API P
on a mesh of - Classification - Request access

interconnected data - Quality . Access approval
products - Operational metrics

AWS Data AWS Glue
Exchange

Product

Segment External

MDM collaborators

< ) Purchased data
g Enterprise External data products Data science
= MDM , _ [Data marketplace] workspace
o Public domain data
O . -
Data Amazon S3 § Amazon S3 Amazon S3 g E‘? {.’.7

Products Data g = Island account 3
C
o
=
()

Bronze - Source Aligned

Amazon Redshift

Bl

Gold -Consumption Aligned

workspace

Amazon RDS Amazon RDS

Gilead-DnA Platform

. . . Medical ERTEES .
Commercial PDM data lake Clinical data Affairs data Conquct HR data lake Finance data Other data
data lake lake lake Compliance lake lakes . . .
data lake

Data Product Experience Plane
Services that operates directly with data products

Data
engineering
workspace

Federated Query Engine

Global Fine-grained Data Access Control

Data
pipeline

Connectors Data acquisition Data transformation Data pipeline orchestration

Gilead Cloud Platform
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Cloud Operating Model

aws

S

Workloads

v —
v —
v —_
v —

Operations

Release management
Workload monitoring
Support

Backup & DR

Security reviews and follow standards
Securing cloud accounts/subscriptions
Security Code scanning/remediation

Workload threat management

Representation

Functional needs

Review workloads/

I consultation

s Technical needs R\ Lk
IﬂVHVﬁV“\
< o0000000000B0000CNBEEEACACONOAINECACE > S A
Cloud Advisory Business prioritization Architecture Review Board
o ®© 06 o .
Council .
’”"ﬂ"ﬂ‘ < . » Gilead Cloud e e T
Strategize and Team Defines standards, reference
Cloud V.endors provide support Build and architectures, and solution guidance
(AWS & Microsoft)
operate
o] Cloud Business Office
c
g 7N Cloud Organizati
c . ou . . . rganization
: ere e, | Doy el Goone g e
8 g management 8 g g management
Cloud Platform Engineering
£ - Core cloud platform v — - Onboarding - Auth/SSO
— . v_ .
S Mg - Common tooling v—| - Platform support @ - Guardrails
5 Common Codified patterns ¥=| - Infra monitoring - Security tooling
infrastructure Operations Security - infra/threat mgmt.

I

Lk

Cloud
Community of

Prac
y

tice
A

Platform
contributions
Inner Source model
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4 Operating model

Cloud shared responsibility model

Cloud
Adopters

(¥) GILEAD
Security in
the cloud
Gilead
Cloud
Team

L(JGILEAD --
\ 4

Cloue [ Cenaue T s e e securty o

Providers the cloud
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5 Governance

Cloud governance

o
Cal

5%

Program mgmt.

v Align platform
roadmaps with
business steering
committees

v’ Agile delivery with
clear ownership and
interfaces

v’ Track critical
programs centrally
with distributed
accountability

v Communicate
changes via
multiple cross-org
channels

App portfolio mgmt.

v App inventory to
drive rationalization,
migration,
investment, and
modernization

v Track app business
criticality

v Collaborative
architect reviews
and central
repository

v’ Curated standards,
patterns, and quick
starts

e

Financial mgmt.

v’ Chargeback to drive
financial
accountability

v Self-serve
comprehensive cost
data product and
analytics

v’ Cost-optimized
application
architectures

v' AWS partnership to
lower costs

A

©)

Risk mgmt.

v’ ldentify and

communicate business

risks based on
technical risks

v’ ldentify and quantify

operational risks

v’ Define disaster
recovery/backup
strategy and test
semi-annually

v’ Proactively plan and

test high-risk or high-

impact changes

Security and
compliance

v'Standards and Policies

v Application Security, Threat
Detection, Vulnerability
Mgmt., Data Protection

v’ Security operations interlock
with Cloud operations

v’ Preventative SCP guardrails
to enforce security standards

v’ Track and remediate security
exceptions

v Automate GxP monitoring to
enforce resource
configuration

GILEAD

Creating Possible
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Lessons learned

No perfect organization structure - make decisions and adjust

White glove service for business-critical applications
Balance between curated platform capabilities and exposing native services
Treat cloud differently from the data center - with exceptions

Standardize change and incident management
Online learning and competitions for cloud fluency

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved. G I L E A D
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best practices and getting

c. or its affiliates. All rights reserved.



AWS ProServe solutions that address organizational impacts of cloud
changes, and accelerate adoption to the new agile ways of working

AWS Enterprise Transformation

Proven solutions

Designed to deliver business outcomes

Tailored approach

Based on best practices
developed over 1000s of engagements

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Everything you need

Playbook, content artifacts, references, guidance

Core capabilities

Digital Business & Strategy
-»> Business Value Case

-> Business Value Realization

-> Digital Strategy Execution

-» Transformation KPIs

Operations

-> Cloud Op Model

-> Cloud Operations

-> Cloud Center of Excellence
FinOps -»  Work automation
-> Financial Cost Management
-> Unit Economics and Investment Value
- Business Process Automation

People

-> 0Org Change Acceleration

-> Culture & Behavior

-> Transformation Leadership
->  Workforce Roles & Upskilling



Design and implement your tailored cloud transformation
journey to prioritize actions that support business objectives...

SET ORGANIZATIONAL ALIGNMENT OPERATIONALIZE CLOUD VALUE SUSTAIN DIGITAL-READY CULTURE
@ Organize for Decrease time to value Set the foundation
accelerated with a programmatic to transform your
transformation approach business
4
tcom % N '
outcomes (3 < ++
1 p o
Define business strategy and align Mold and shape the organization Develop new ways of working to
people and operations to business and operationalize cloud value evolve culture with learning,
objectives digital fluency, and innovation

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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(D Organize for accelerated outcomes

Levers to maximize strategic cloud value

Ve

Leadership || Talent Culture
[Workforce]
Operating | Business FinOps
M Od E|. & St rategy [Governance]
[Governance]

aws

S
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* EXAMPLE ONLY

=

greater value across

workforce and cloud
transformation outcomes

—

faster cloud migration

€

=

more gains across

employee productivity and
cross-functional IT and
Business collaboration

improved organizational

agility, innovation, and
customer experience



(2) Decrease time to value with a programmatic approach

ACCELERATION AND UPLIFT THROUGH PROGRAMMATIC ORGANIZATIONAL CHANGE

Companies that
deploy a

_v
A

.
programmatic £ /o st
7 Faster and better
a p p rO a C h fO r ,"I C benefits realized A
org change
transformation A Shorter duration
i BUSINESS AS USUAL of dip
typically capture —
7 * Reduced business
x bette r st disruption

rebuild

0 u tc O m e S customer disruption visio
TRANSFORMATION revenue impact business strategy BUSINESS CONTINUOUS
ANNOUNCED program stall TRANSFORMING IMPROVEMENT
*8x in the U.S.

Source: Prosci, Best practices in change management

* EXAMPLE ONLY
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https://www.prosci.com/hubfs/Website_English/2.downloads/research-executive-summaries/Best-Practices-in-Change-Management-12th-Edition-Executive-Summary.pdf

| (3) AWS mechanisms to operationalize new ways of working

PROPRIETARY AWS CHANGE ACCELERATION COLLABORATIVE EXPERIENCE BASED ACCELERATION
DIAGNOSTICS FRAMEWORK

AWS 6-Point Change Acceleration Framework

IMMERSIVE ROLE MAPPING CLASSROOM
EXERCISES TRAINING

-
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Getting started

() 3 e

N
Create a case for Leverage AWS Decide on a strategy Begin your enterprise
change Professional Services and approach transformation in the
or Partners cloud
Assess the current state of Engage with AWS Enterprise Develop and align on Execute on a plan to deliver
your enterprise Transformation experts or large strategy, approach, and plan value incrementally at a
transformation against network of AWS Partners manageable rate of change

organizational goals and
identify the desired target
state to achieve them

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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' ey Please complete the session
y u ") ] survey in the mobile app

Chris Pastena Kevin Cox

AWS Professional Services, Gilead Sciences
Expert Services - kevinwcox
ANTTASS

- chrispastena
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