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Role of the AWS network

Design goals and principles

Deep ownership
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Continuing the series

2022 2023
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AWS networking

Infrastructure networking Amazon EC2 networking Edge networking

Routers/Switches
Amazon Virtual Private Cloud 

(Amazon VPC)
Amazon Route 53

Copper/Optical cables Elastic network interface AWS Global Accelerator

Datacenters AWS NAT gateway Amazon CloudFront

Inter-Region backbone Elastic Fabric Adapter (EFA) AWS Direct Connect

Internet peering/transit Placement groups AWS Cloud WAN
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K E Y

Region

Local Zone

Direct Connect

Edge location

Multiple edge locations

Regional Edge caches

Planet scale networking
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AWS custom network hardware

Highly visible Low scope of impact

Statically stable Deterministic

Hybrid control plane
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Role of the AWS network

Be so performant and 
reliable that we’re out of 
the way of your workloads
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Design goals



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Flexible
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Flexible
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AI training and inference
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AI training and inference
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Local zones
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Video streaming
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“The stack”
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Subset of design goals

Security

Availability

Features
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Security
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Internet security
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Availability
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Consistency
S M O K E P I N G
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Resiliency

Plan for failure

Create multiple options

Choose the best place
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Resiliency example

AZ_A

AZ_C

AZ_B

x

y

Application

Router

Optical mux

Amplifier / OLP
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Resiliency
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Robustness

AZ_A

AZ_C

AZ_B

x

y

Application

Router

Optical mux

Amplifier / OLP
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Capacity management
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Capacity management
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Features
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Network design principles
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1. Automate as 
much as possible
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Telemetry

Configuration

Traffic engineering

1. Automate as 
much as possible
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2.4 human engagements per hour

850 raw events per second

1. Automate as 
much as possible
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2. We should fail 
seldomly and in a 
predictable way
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2. We should fail 
seldomly and in a 
predictable way
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3. Don’t reach 
unprecedented 
scale
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3. Don’t reach 
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scale
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3. Don’t reach 
unprecedented 
scale
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Network 

designs

=

Distributed 

systems 

designs Amazon Elastic 

Container Service 

(Amazon ECS)
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Design for fallible humans by using Intents (2023)
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Design for fallible humans by using Intents

EC2 to internet

40X improvement



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

2. Automation

1. Monitoring, alarming, 
triangulation

3. Closed-loop controllers

SDN journey
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Outbound traffic engineering

AZ 1

AZ 2

Edge site

1

Edge site 

2

Internet

service

provider

Links
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Edge site

1

Edge site 
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Internet
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Congestion mitigation
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Edge site

1

Edge site 
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Link balancing
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Edge site
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Link balancing
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Performance optimization

Edge site

1

Edge site 

2

Internet

service

provider

10ms

20ms
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Performance optimization
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AZ independence

AZ 1
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Edge site
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AZ independence
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Inbound traffic 
engineering
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7X faster 
mitigations for

inbound congestion

Inbound traffic 
engineering
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Traffic engineering 
on the WAN
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SDN with global brains
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Distributed and 
optimal SDN 

Photo © by Famartin
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Distributed and 
optimal SDN 
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Example

A B C

50gbps 

50gbps 

25gbps 

25gbps 

Each link: 10ms, 75gbps
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Demand-driven innovation

Incremental 

Purpose-built
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Ownership
(And tiny plastic connectors)
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The full hardware package
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Racks

Amazon rack 1

Similar to outpost - AWS Expo

Standardized building blocks
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Cabling
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Cabling

Pre-wired positions

144-fiber trunk cables

SN to MPO connectors

Network <> Host racks
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Connectors

MPO LC



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Connectors
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Monitoring

Telemetry

Active probing

Correlation

Remediation
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Monitoring
P A S S I V E  T E L E M E T R Y

Events

Counters

Sensors

7 billion observations per minute
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Monitoring 
A C T I V E  M O N I T O R I N G

>1.5B probes per minute
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Monitoring 
A C T I V E  M O N I T O R I N G
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Monitoring 
A C T I V E  M O N I T O R I N G
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Monitoring

25B alerts per year

>1B actionable

>3M distinct events

98% fully-automated actions

2% escalated
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What’s next?
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Power and connectivity
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Space and power
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Space and time

300,000 km per second

1 light year 

     = 9 quadrillion km
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Latency

Index of refraction: 1.44

Speed of light in fiber = 3x10^8 / 1.44 = 2.08x10^8

1m = 5ns

1km = 5µs

Single Mode Fiber

Light source
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Region growth
IntraAZ latency limit
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Hollow core fiber

Replace silica core with air

25+ years

DARPA

Source: DARPA
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Hollow core fiber
B E N E F I T S

T
im

e

Distance

+50%

Single mode fiber Amazon HCF
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Hollow core fiber
T H E  A M A Z O N  W A Y
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Wavelength

Legacy design

Amazon HCF
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Region growth

1.5x radius

= 2.25x area

IntraAZ latency limit

IntraAZ latency HCF
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Fiber innovations
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Hollow core

Multi core
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Wrap up
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Wrap up

Design

Ownership

Constant Improvements

Tiny plastic connectors

Future challenges
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Survey
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Thank you!
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Please complete the session 
survey in the mobile app

Jorge Vasquez

Senior Principal Technologist

Amazon Infrastructure

Stephen Callaghan

Senior Principal Technologist

Amazon Infrastructure
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