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Agenda

Decisions to make 

Business drivers

Discovery process

Building foundations the right way
Governance | Networking | Security | Operations 

Tooling decisions
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One-way and two-way doors

One-way door Two-way door

Build foundations the right and robust way

—

Identify what is important now and what can be built eventually
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The journey

Migration 
drivers

Assess

Mobilize Migrate Post 
migrations

Lift and shift

Modernize

Modernize

Cutover

Infrastructure 
setup

Application 
wave 

planning

Further 
modernization 

and optimization
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Business drivers

Timeline Strategy

Destination 

platform

Migrate 

or

modernize

Skillset 

analysis

CostData-driven 

decisions

Broadcom contract 

renewal
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Strategy

Short term:

Renew contract with 

strategic moves to 

the cloud to downsize 

VMware estate

Run 

discovery 

and plan 

migration Accelerate move to 

AWS offerings

Partner offerings

 

Red Hat OpenShift Service 

on AWS (ROSA)

Nutanix Cloud Clusters (NC2) on 

AWS

AWS Outposts

Pathways
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AWS CloudFormation, AWS CLI, SDK

On-premises
vSphere based environment

vSphere

vSAN NSX

Customer Data Center

VMware Cloud Foundation 

SDDC

Manager

vSphere vSAN NSX

Amazon 
EC2

Amazon 
S3

Amazon 
RDS

Amazon 
Shield

Amazon 
CloudWatch

AWS System 
Manager

Elastic Load 
Balancing

Amazon 
Bedrock

AWS Global Infrastructure

Amazon Elastic VMware Service (Amazon EVS)

Amazon EVS
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Discovery decisions

Server-to-server 

dependency

Application-

to-database 

dependency

Storage

dependency

Legacy systems 

dependency

Network 

connectivity 

dependency

API dependencies

Dependency mapping 

What to discover

Application-

to-application

dependency
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Discovery tool decision tree

https://aws.amazon.com/prescriptive-guidance/migration-tools

Agent vs. 

agentless

Storage 

discovery

Databases 

discovery

Licensing 

discovery

Container 

discovery

Legacy systems 

discovery

Discovery data 

storage location

How to pick a 

discovery tool

https://aws.amazon.com/prescriptive-guidance/migration-tools
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Building foundations

• Architects

• Engineers

• Support teams

Server 

team

Network 

team

Storage 

team

Security 

team

Application 

teams

Cloud team

or

Cloud Center of Excellence

More agile  |  Reduced blockers  |  Less friction with operations
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Infrastructure setup decision tree

Use the existing 
landing zone

Yes

Will it scale? Build a 

landing zone

No

Infrastructure

design and scaling 

conversations

Governance Networking Security Partner 

solutions

SaaS 

connectivity

Operations 

model

Automation

Do you have a 

landing zone?
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Infrastructure decisions

Automation
Operations 

model
SAAS 

connectivity
SecurityNetworkingGovernance

Connectivity

IP planning

DNS

VPC planning

Network security

. . . and more

Identity 
and access 

management 

Logging and 
monitoring

Firewall
security 

automation

. . . and more

Salesforce-like 
apps

. . . and more

Responsibility 
matrix

ITIL

Operational 
runbooks

. . . and more

AWS 
CloudFormation

Configuration 
management 

Build CI/CD 
pipelines

. . . and more

Landing zone is ready to accept workloads

Follow the AWS Well-Architected Framework to guide your decisions

S
ig

n
 u

p
 fo

r A
W

S
 S
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p
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Output

Partner solutions

Multi-account 
multi-Region

Accounts 
management

DR/HA strategy

Cost management

. . . and more
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Governance decisions

Multi-account 

strategy

Multi-Region 

strategy

Disaster recovery/ 

high availability

Cost 

management

Governance 

model



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Networking

Multi-account 

networking

AWS Resource 

Access Manager 

Multi-Region 

networking

AWS Direct 

Connect gateway

AWS Transit 

Gateway peering

VPC–VPC 

connectivity 

VPC peering

AWS Transit 

Gateway

Overlay network 

with partner tools

DNS

resolution

DNS 

forwarders

DNS in

hybrid mode

East-west/ 

north-south traffic

Inbound and 

outbound traffic 

controls

Partner 

tools

Firewalls

IDS/IPS 

Network 

security

External vendor 

connectivity

B2B

B2C

Remote offices

SaaS providers

Networking 

decisions



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Security

Infrastructure 

protection

Perimeter 

security

Network 

security

Systems 

security

Application 

security

Incident 

response

SIEM

Detective 

controls

Notifications

Auto 

remediation

Detection

All layers

Identity and access 

management

Federation

SSO

Temporary 

credentials 

RBAC

Compliance

Subjective to line 

of business and 

application needs

Partner 

tools

Reuse existing 

tools 

Try out cloud-

native tools

Data 

protection

At rest

In transit

Key management

HSM

Key sharing 

between accounts 

and workloads

Security 

decisions
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Operations

ITIL integration Runbooks
Incident and problem 

management

Responsibility 

matrix
Escalation path

AWS Support 

signup

Operations 

decisions

AMI management Cost managementBackup and DR
Patch 

management
Change management

Tag 

management
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Tooling decisions for 
migration
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Assess Mobilize Migrate and modernize Monitor and optimize
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AWS Migration Evaluator

AWS Application

Discovery Service

AWS Migration Hub

AWS Application 

Migration Service

AWS DataSync

Amazon 

CloudWatch

AWS 

Config

AWS License 

Manager

AWS 

CloudTrail

AWS Trusted 

Advisor

AWS Well-

Architected Tool
AWS Control Tower

AWS Resource 

Explorer

AWS Compute 

Optimizer

AWS Database 

Migration Service

AWS Transfer 

Family

AWS Snowball

AWS Microservice 

Extractor for .NET

AWS Application 

Migration Service

Inventory and business case Discover, plan, and land Move applications and data Cloud operations

AWS Application

Discovery Service

Amazon Q 
Developer Agent

AWS Migration Hub
AWS 

App2Container
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Thank you!
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Please complete the session 
survey in the mobile app

Kiran Kuppa Ben Lipman Rahul Chugh
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