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04 AWS migration best practices and getting started



What does migration to
and digital transformatio
mean to you:
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| Understand your compelling “why?”

Changing business

I

Delivery speed
improvement

Acquisition of
another business

Divestiture of a
line of business
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Enabling technology to
needs support business growth

Moving to

data-driven business

v

Scalability
improvements

=
T
‘t&ﬁ;
Move to
compete globally

Improve operational

efficiency

Reduce
technical debt

2]

Licensing
cost reduction

=
Time-driven
data center exit

&Qﬂ
All of
the above



| Gilead's business drivers for cloud migration

Improving data availability Accelerating delivery of
for researchers, faster new medicines
insights

n A5 g g

Agility and . Availability Digital transformation and Reducing constraints
staff productivity Improvements enterprise modernization and costs of on-premises
data centers
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' Cloud adoption transforms people, process, and
technology

WHILE DISRUPTIONS ARE DAUNTING, THEY PRESENT OPPORTUNITIES

&

Process

Technology

« Upskill for innovation o Streamline for agility o Build more resilient IT infrastructure
« Leverage partnerships « Foster data-driven « Embrace modernization solutions
decision-making
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Existing challenges
customers face
before cloud
migration

5%

il

%“eim

(3
A

%

People and process

Siloed teams

Prioritization

Leadership changes

Developing cloud skills

Cloud operating model
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GILEAD

Creating Possible

Gilead’s mission

To discover, develop,

aWS , Amz c. or its affiliates. All rights reserved.




Growing our business for greater impact ot

PIPELINE

/[T~
\ / . .
S Bring 10+ transformative
Q therapies to patients by 2030
\\
S

PREFERRED N \SIXEITJ‘E"NABLE
PARTNER ]{ Jﬂ
Be the biotech employer 4 000

/ Deliver shareholder

\ value in a sustainable,
&/ responsible manner

and partner of choice

aws
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Drivers for migrating from VMware .

on-premises to AWS

dWS |

N
Y N

BUSINESS DRIVERS TECHNICAL DRIVERS
» Address increases in licensing costs, risks, * Reduce technical debt

disruption, complex contracts - Improve security, scalability, and reliability
* Innovate and modernize processes « Consolidate and eliminate data centers
* Become a more data-driven organization « Accelerate cloud adoption while retaining
» Consolidate systems certain workloads on-premises
* Improve sustainability * Increase IT staff productivity and retention

» Accelerate application delivery

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Migration options
Data Centers

Microsoft workloads

Linux workloads

Homegrown apps
2 s Lift and shift

v

COTS apps

Modernize

Industry products

Vendor solutions

Partner solutions

Non X86 workloads

aws
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AWS Cloud

Application
integration

Application

development End user computing

Analytics Machine learning Internet of Things

Media Mobile Databases

Core Services

Compute — Storage - Networking s and compllance

Infrastructure

Regions — Availability Zones Management tools

750

types of compute instances

200+

Fully featured services

AWS Partner Solutions

GILEAD

Creating Possible

Considerations

Timelines
Cost savings
Agility
Security
Elasticity
Cloud maturity
DevSecOps maturity
Regulatory
Containerization
DR and HA

Software vendor licensing



I GILEAD

VMware to AWS technology mapping

Customer
40
| | AWS Console
vCenter  NSX Manager [ VM J[ VM J [ VM J [ VM ] Amazon EC2
i
& NSX Virtual Distributed Switch Amazon Virtual Private Cloud (VPC)
VMware vSphere Cluster with vSAN Amazon Elastic Block Store (EBS)
1 O Il (1T O 1| [IIl O Il

Infrastructure
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GILEAD

VMware migration checklist

Assessment
v"Infrastructure discovery
v' Total cost of ownership

report or a business case

v" Optimization of Licensing
Assessment (OLA)

v' Application discovery

v' Application dependency
mapping

v'Initial migration strategy
(R-Patterns)

v" Illustrative migration
planning (complexity
scores and resource
estimates

O Migration readiness
assessment (MRA)

aws

N7
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Application discovery and dependency mapping
Initial migration strategy (R-Patterns)

Indicative migration plan (application complexity
score, prescriptive initial migration
recommendation)

Data required for mobilize/migrate engagement

Finalize migration strategy and AWS architecture

Continuous wave planning

O Replicate and cutover

applications and
Prepare cloud operating model/security profile servers

Develop and launch landing zone

Launch cloud center of excellence
Install migration software

Etc...

lllustrative and not exhaustive



GILEAD

- Shared responsibility model - Security

and compliance

CUSTOMER

RESPONSIBILITY FOR
SECURITY ‘IN’' THE
CLOUD

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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CUSTOMER DATA

PLATFORM, APPLICATIONS, IDENTITY, AND ACCESS MANAGEMENT

OPERATING SYSTEM, NETWORK, AND FIREWALL CONFIGURATION

CLIENT-SIDE DATA NETWORKING TRAFFIC
ENCRYPTION AND DATA (FSIEE\‘;\E(F;:FSIEIaEAEI\INDC/RC;(:EI,STI\,]A) PROTECTION (ENCRPTION,
INTEGRITY AUTHENTICATION INTEGRITY, IDENTITY)



| Security built into the foundation

AWS CLOUD ADOPTION FRAMEWORK (AWS CAF)

Business capability
focused

Technical capability
focused

Business
Value realization

People
Roles and readiness

Governance
Prioritization and control

Platform
Applications and infrastructure

Operations
Hybrid and dynamic

Technology

GILEAD

Creating Possible

Outcomes

» Defined requirements

» Access control

* Monitoring and detective
capabilities

» Secure infrastructure

+ Data protection

* Encryption

* Cloud incident response
& investigative maturity

* Security automation

* Consistency &
repeatability

* Governance

» Compliance & policies

* Risk management

*not an exhaustive list

Reference: “The Security Perspective of the AWS Cloud Adoption Framework” Whitepaper https://d0.awsstatic.com/whitepapers/AWS_CAF_Security_Perspective.pdf

aws
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VMware migration outcomes

2,200 340
Servers migrated from Applications
VMware to AWS migrated to
AWS
1.2 PB 1,400
Migrated shared file VMware servers

storage to FSxN decommissioned

Source: IDC, Documen t #US43535718, 2018.

GILEAD

Creating Possible


http://www.idc.com/

Future state of our VMware workloads gLaty

OUR MODERNIZATION JOURNEY

AWS Regions

All cloud-native

benefits and high ROI AWS on-premises

@ Aws Outposts

€| Managed DB

Replatform . Containers

Rapid adoption,
foundation of cloud
benefits and fast ROI

. Amazon EC2

Lift and shift/rehost

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Gilead's mig ratiOn jou rn ey With AWS Migrated 87% of DC footprint including

VMware, modernizing workloads using
advanced AWS-native capabilities such
as containers and serverless

Mature cloud
=Py and data platform
Organizational with 83% completion

Selected AWS as transformation of DC migration
preferre-d in IT to become
cloud provider, cloud-first, 67% DC
VMware migration footprint migrated

started, 50% DC

Started migration footprint migrated

Mainly on premises with to AWS
some AWS usage

2021

2020
2019

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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GILEAD

Creating Possible

Gilead's approach to AWS migration
D EED D

— -

Portfolio Migrate

o
all v [ iy \ i
— : : / _\ ,_ (= — 1 Migrate E-
s @ B M\ >
Rapid discovery TCO report ro % | | r@':@ | 5
] e e e o
ua", - . Migration & ﬁ EI ! A
“a -0 (C\O/) Discovery & Migration Business case/ | |modernization N
= w, \ planning plan Mig. Evaluat(y \_ experience
S ~|
N . / \
Migration readiness Accelerators / ey \ Operate &
assessment . ’é. / {C"[is \ @ optimize
1 = /
S 1 Il \
20 N\ '
& O S
N X Skills/center Landing Operating Security &
Briefings & = ! of excellence \ zone model compliance/ Modernize
ksh i :
RS TOIOSIEECEY == People Platform

l

Create a case for change

Build readiness through experiences

Accelerate transformation at scale

AWS Professional Services
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GILEAD

| AWS Application Migration Service (MGN)

SIMPLIFY AND REDUCE THE COST OF MIGRATING YOUR APPLICATIONS TO AWS

Automate the conversion of your source servers
to run natively on AWS with AWS MGN.
Simplify application modernization with built-
in and custom optimization options.

» Migrate applications to AWS with or without
changes to applications or workflows

 AWS MGN automates migration of VMware-based
VMs to AWS

« Modernize using AWS MGN preconfigured or
custom actions during cutover

» Access the full range of AWS capabilities to
modernize applications running on AWS

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Automated Continuous Compliance (ACC)

for GXP workloads

aws

N7

II Modernized technology and

application landscape

Consolidated and Automated,
reducing IT operational costs,
increased speed to market and ability
to react rapidly.

Modernized landscape and re-invest
cost savings to drive new innovations.

~
('{S,)}/) Operating model

Evolved model to support
new ways of working

Adopted new requirements of cloud
operations to support the cloud.

H Enabled agility of development

environment

Gilead can focus on innovation rather
than spending manual effort on
qualification and testing

Extensible to enterprise software such
as ERP, MES, and LIMS

GILEAD

Creating Possible

ﬁﬁﬁ Cultural transformation

Drive innovation

Built an Innovation culture leveraging
Amazon'’s culture and mechanisms.

Embraced customer obsession and
rapid experimentation and enabled
teams with coaching and co-delivery

Cost savings (TCO)

(&

Infrastructure cost savings/avoidance
from moving to the cloud

Staff productivity

Efficiency improvement by function
on a task by task basis

{% Operational resilience

e

Improved qualification and reduction
in defect

AWS Professional Services

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.




High-level approach with timelines R

I ———

* Technical Leadership signoff
assessment

» Signoffs on
integration
diagrams

» System
documentation
updates

* Future
integration
diagrams

* The development environment was migrated first

migration

* Migration date
finalization
Migration prep
CR creation
CAB Approval

Lower Hypercare Next environment
environment support migration
migrations

/"\

\
N

Repeat for each environment

(Development, UAT, TEST, and production)

After each environment migration, there was a two-week period for hyper care support and preparation for the next environment

* Upon completion of all lower environment migrations, the production environment was migrated

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Migration Acceleration Program (MAP) A

FLAGSHIP AWS PROGRAM TO HELP CUSTOMERS MIGRATE AND MODERNIZE TO AWS USING A PROVEN
APPROACH

AWS and partner
Migration tools AWS

methodology Partners

AWS Y i
MIGRATION ACCELERATION
PROGRAM !

. i
aaa
304 aoao
i aao
(o S =
L3 _/L ________________________ D _ | L N T B AWS
AWS NS Professional
investment training Services
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential
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! R :
AWS Migration: Process and methodologies” ===~

. R P
Leadership /Sic_)}\‘ Agile AWS
© support \&/' model ‘gfgﬁ training
v Official communication sent from CIO office to application owners & end-user community to support cloud

migration

Kickoff meeting with the application owners was hosted by the head of cloud infrastructure

Aligned with business leads & application owners on overall migration strategy and timelines

Bidirectional conversations between migration team and application owners to finalize migration roadmap
Coordinated IT and the applications changes via weekly forums and office hours

Divided applications into migration waves as per the business need and technical feasibility

Collaborated closely with application owners & third-party vendors for architectural decisions

D N N N Y N N

Conducted AWS Training program concurrently to upskill application teams

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Business value: Cloud value framework

GILEAD

Creating Possible

o= @}

Cost Staff
savings productivity

N
Ce 3

Business
agility

&

Sustainability

«— Traditional — «
TCO focus

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Basis for holistic economic
impact measurement

n

The climate —
pledge



| R
AWS Migration: Lessons learned ot

v Reduced cost and increased application control and autonomy by creating dedicated accounts

v AWS Professional Services leading the overall migration program ensured continuous progress
with experienced professionals

v Migration Acceleration Program (MAP) credits helped save on migration cost effective

v Define roadmap for decommissioning and potential hardware consolidation during the lift and
shift process (compute and storage)

v Improved forecasting and hygiene on shared migration cost by creating a chargeback model to
application teams

v Develop standard operating procedure for customized configuration settings in AWS, especially in
re-platform scenarios

v Cloud fluency model, training, and upskilling the application community

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Modernization and innovation at Gilead e

Modernization is a culture of relentless pursuit of IT Transformation for adding more value and
advancing Gilead further towards our goal to discover, develop, and deliver innovative therapeutics

Domains modernization platform

Different } Data Cloud
engineering

|

O

Underway: Continuous innovation

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS migration best practic
and getting started
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I Create a case for change

_  Establishing data requirements and collecting data

p} il  Evaluating potential third-party license cost savings
|

s — « Aligning on an understanding of the capabilities required
Rapid discovery TCO Report

 Establishing a roadmap for the activities to come

'  Agreeing to a prioritized list of actions
Migration Readiness » Gaining organizational commitment to the journey ahead
Assessment
Eé%l' ~©, « Develop a business case

Briefings & =
workshops Immersion day AWS tools and mechanisms:

 AWS Optimization and License Assessment
« AWS Migration Evaluator

« AWS Migration Readiness Assessment

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N1



| AWS Optimization and License Assessment (OLA)

« Assess your environment and get recommendations to optimize compute, storage, licensing

« Build a migration and licensing strategy to unlock cost savings as you transition to AWS

H @

36% average compute  33,83% faster 58% more

cost savings versus migrations’ migrations’
on premises’

1 AWS Finance, AWS benchmark data of customers who have run an optimization and licensing
assessment compared to customers who have not
2 Minimal customer requirements

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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I : : : :
Business case with Migration Evaluator

Quick Insights report Directional business case

aWS m'glratlon Formerly TSO Logic
~ =) evaluator 7 AWS migrations
- — p—

Quick Insights . . .
Migration Business Case
Aighe g workod cn AWS ke simatd s cost of $2332725 USO *fox Example Corp. —4

Detailed Assessment Overview

Assumptions & Modeling Details
Migration Evaluator e -
* Cost Model: 1 & 3 YR NURI
E=mis et Dine me

October 18% 2022
* US-East [N. Virginia)
« Right-Stzed
* Zombies remowed from
Scope
* Licensing Optimized
N App or Env Groupings Soe o Gt ]
Prodded :
SR ey e CWRES RIS
Compute 1431506 proven 167,34 presyen s
Stomage e s3142n1 3378, s3743m ss7an
aws
St Networ $54.758 458,758 758
At Yot s2e013s 10358 Pt s
Aot Savingn som ~ e son
L]

Available 5 days after data

Automated PDF and Excel
collection ends (upon request)

export available within 48 hours
of data collection

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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The AWS Cloud Economics team can help

Remove financial blockers by building a comprehensive business cases that highlight the value of migrating
to, and building on, AWS, and assists customers with managing, optimizing, and predicting their AWS cost

and usage

[CUSTOMER] DIRECTIONAL BUSINESS CASE

Business Case Executive Summary

3%
$1,295,805

$6,479,025

Infrastructure savings summary

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Customer Carbon Reduction Benefit (=)

“ m felue Briver / Betalts
89% ] 2166
8e "

Business Value Savings Summary

Below is a 5-year summary of business value savings estimated based on data provided by the customer and industry benchmarks

| - |

senefit from Higher R

1082.92 Metric tons of Carbon
$X.XM + $XXM + $X.XM + 5 Year Benefit

Annual Savings Opportunity is $XX.XM

Financial impact results Carbon reduction benefit results

Scope and Assumptions for TCO

Cashflow summary All assumptions used

Examples are not exclusive, all business cases contain custom content



AWS Professional Services rapid migration for VMware

END-TO-END SOLUTION TO AUTOMATE,

DE-RISK,

AND ACCELERATE YOUR MIGRATION

Detailed AWS-led Prescriptive Fully automated Plan and

assessment framework and AWS foundation automate
tools migration tasks

Informs the De-risk the Start migrations Maximize

migration scope, migration with weeks sooner with migration velocity

timeline, and cost comprehensive a pre-designed with hyper-

delivery kit landing zone automation

artifacts
AWS Funded
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Cloud ops and
specialist support

De-risk with
enhanced
operating

capabilities



AWS migration incentives and support | foron-premises

MIGRATE WITH SPECIALIZED PROGRAMS,

vmware

On-premises and/or other cloud providers

VMware customers

PEOPLE & TECHNOLOGY

TRAINING AND SUPPORT

AWS-funded support with 460+ migration competency partners
Upskill with migration and cloud skills courses

Hands-on for rapid VMware migration from AWS Professional Services
Guided VMware to AWS Immersion Days

TECHNOLOGY

Expedite lift and shift AWS Application Migration Service
End-to-end planning with AWS Migration Hub Journey
Automate processes with AWS Professional Services

FUNDING AND INCENTIVES

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Increased AWS Migration Acceleration Program (MAP) Partner
Funding to support VMware to AWS migration
Lead with no-cost assessment




| Getting started

Create a case for
change

Assess your VMware estate
by request an AWS
assessment for cost savings
on licensing, business case
and migration planning

Leverage AWS
Professional Services
or Partners

Engage with AWS migration

experts or large network of

AWS VMware and migration
competency partners

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Decide on approach
and strategy

Determine on your
migration approach and
timelines

frererrse]
et

Begin migration by
utilizing incentive
programs

Take advantage of our
incentive programs designed
specifically for VMware
migrations

Please complete the session
survey in the mobile app



' ey Please complete the session
a n yo u o _Diz@ survey in the mobile app
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