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Resilience

Ability to:

• Recover from dependency disruptions

• Acquire and release resources

• Mitigate transient issues
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Availability

Proportion of time available for use during a time period

• For example, 99.99% per year
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Disaster recovery (DR)

Recovery time objective (RTO)

• Maximum length of one impact

• “Downtime”

Recovery point objective (RPO)

• Maximum amount of data loss (as time) after an outage
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Aurora storage

Region A

Availability Zone 1
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Aurora storage
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Availability Zone 1
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nodes

6 copies
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Aurora storage deep dive

Region A

Availability Zone 1
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Aurora storage deep dive
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Aurora storage deep dive

Region A

Availability Zone 1

Apply to DB page
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Restore’s inner workings
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Everything fails,
all the time

Dr. Werner Vogels

VP and CTO

Amazon.com
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Availability Zone 2
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Availability Zone 2

A mixed cluster
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Connection management
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Connection management
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App

Writer

Pooling & limits

RW

• Limit connection count

• per DB instance

• per type

• Avoid reconnection
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AWS advanced JDBC wrapper

Availability Zone 2

Region A

Availability Zone 1

Java backend app

Writer

Availability Zone 3

Reader
DNS lookup

Complex retry

handling

RO RORW



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

AWS advanced JDBC wrapper

Availability Zone 2

Region A

Availability Zone 1

Java backend app

Writer

Availability Zone 3

Reader

AWS wrapper

JDBC driver

EFM plugin Cluster awareness

RO RORW



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

AWS advanced JDBC wrapper

Availability Zone 2

Region A

Availability Zone 1

Java backend app

Writer

Availability Zone 3

Reader

66%+ faster changeover

AWS wrapper

JDBC driver

EFM plugin Cluster awareness

RORW



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

AWS advanced JDBC wrapper

Availability Zone 2

Region A

Availability Zone 1

Java backend app

Writer

Availability Zone 3

Reader

66%+ faster changeover

AWS wrapper

JDBC driver

EFM plugin Cluster awareness

RORW



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Amazon RDS proxy
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Amazon RDS proxy
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Global resilience



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cross-Region backups

Availability Zone 2Availability Zone 1

Region A

Aurora volume

App

RW

Availability Zone 3

RO

Availability Zone 2Availability Zone 1

Region B

Availability Zone 3

RO



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cross-Region backups

Availability Zone 2Availability Zone 1

Region A

Aurora volume

App

RW

Availability Zone 3

RO Amazon S3

Backup

Availability Zone 2Availability Zone 1

Region B

Availability Zone 3

create-db-cluster-snapshot

(hourly)

RO



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cross-Region backups

Availability Zone 2Availability Zone 1

Region A

Aurora volume

App

RW

Availability Zone 3

RO Amazon S3

Backup

Availability Zone 2Availability Zone 1

Region B

Availability Zone 3

Amazon S3

create-db-cluster-snapshot

(hourly)
copy-db-cluster-snapshot

RO



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cross-Region backups

Availability Zone 2Availability Zone 1

Region A

Aurora volume

App

RW

Availability Zone 3

RO Amazon S3

Backup

Availability Zone 2Availability Zone 1

Region B

Availability Zone 3

Amazon S3

create-db-cluster-snapshot

(hourly)
copy-db-cluster-snapshot

RO

ASYNC

replication



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cross-Region backups

Availability Zone 2Availability Zone 1

Region A

Aurora volume

App

RW

Availability Zone 3

RO Amazon S3

Backup

Availability Zone 2Availability Zone 1

Region B

Availability Zone 3

Amazon S3

create-db-cluster-snapshot

(hourly)
copy-db-cluster-snapshot

RO



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cross-Region backups

Availability Zone 2Availability Zone 1

Region A

Aurora volume

App

RW

Availability Zone 3

RO Amazon S3

Backup

Availability Zone 2Availability Zone 1

Region B

Availability Zone 3

Amazon S3

create-db-cluster-snapshot

(hourly)
copy-db-cluster-snapshot

RO



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cross-Region backups

Availability Zone 2Availability Zone 1

Region A

Aurora volume

App

RW

Availability Zone 3

RO Amazon S3

Backup

Availability Zone 2Availability Zone 1

Region B

Availability Zone 3

Amazon S3

create-db-cluster-snapshot

(hourly)
copy-db-cluster-snapshot

RO



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cross-Region backups

Availability Zone 2Availability Zone 1

Region A

Aurora volume

App

RW

Availability Zone 3

RO Amazon S3

Backup

Availability Zone 2Availability Zone 1

Region B

Availability Zone 3

Amazon S3

create-db-cluster-snapshot

(hourly)
copy-db-cluster-snapshot

RPO ≈ 10–70 minutes for replication lag

RO



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cross-Region backups

Availability Zone 2Availability Zone 1

Region A

Aurora volume

App

RW

Availability Zone 3

RO Amazon S3

Backup

Availability Zone 2Availability Zone 1

Region B

Aurora volume

Availability Zone 3

Amazon S3

Restore

create-db-cluster-snapshot

(hourly)
copy-db-cluster-snapshot

restore-db-cluster-from-snapshot

RPO ≈ 10–70 minutes for replication lag

RO



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cross-Region backups

Availability Zone 2Availability Zone 1

Region A

Aurora volume

App

RW

Availability Zone 3

RO Amazon S3

Backup

Availability Zone 2Availability Zone 1

Region B

Aurora volume

RW

Availability Zone 3

Amazon S3

Restore

create-db-cluster-snapshot

(hourly)
copy-db-cluster-snapshot

restore-db-cluster-from-snapshot

create-db-instance

RPO ≈ 10–70 minutes for replication lag

RO RORO

App



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cross-Region backups

Availability Zone 2Availability Zone 1

Region A

Aurora volume

App

RW

Availability Zone 3

RO Amazon S3

Backup

Availability Zone 2Availability Zone 1

Region B

Aurora volume

RW

Availability Zone 3

Amazon S3

Restore

create-db-cluster-snapshot

(hourly)
copy-db-cluster-snapshot

restore-db-cluster-from-snapshot

create-db-instanceRTO ≈ 60+ minutes

RPO ≈ 10–70 minutes for replication lag

RO RORO

App



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cross-Region backups

Availability Zone 2Availability Zone 1

Region A

Aurora volume

App

RW

Availability Zone 3

RO Amazon S3

Backup

Availability Zone 2Availability Zone 1

Region B

Aurora volume

RW

Availability Zone 3

Amazon S3

Restore

create-db-cluster-snapshot

(hourly)
copy-db-cluster-snapshot

restore-db-cluster-from-snapshot

create-db-instanceRTO ≈ 60+ minutes

RPO ≈ 10–70 minutes for replication lag

RO RORO

App



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cross-Region backups

Availability Zone 2Availability Zone 1

Region A

Aurora volume

App

RW

Availability Zone 3

RO Amazon S3

Backup

Availability Zone 2Availability Zone 1

Region B

Aurora volume

RW

Availability Zone 3

Amazon S3

Restore

create-db-cluster-snapshot

(hourly)
copy-db-cluster-snapshot

restore-db-cluster-from-snapshot

create-db-instanceRTO ≈ 60+ minutes

RPO ≈ 10–70 minutes for replication lag

RO RORO

Network partition

App



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cross-Region backups

Availability Zone 2Availability Zone 1

Region A

Aurora volume

App

RW

Availability Zone 3

RO Amazon S3

Backup

Availability Zone 2Availability Zone 1

Region B

Aurora volume

RW

Availability Zone 3

Amazon S3

Restore

create-db-cluster-snapshot

(hourly)
copy-db-cluster-snapshot

restore-db-cluster-from-snapshot

create-db-instanceRTO ≈ 60+ minutes

RO RORO

Network partition

App



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cross-Region backups

Availability Zone 2Availability Zone 1

Region A

Aurora volume

App

RW

Availability Zone 3

RO Amazon S3

Backup

Availability Zone 2Availability Zone 1

Region B

Aurora volume

RW

Availability Zone 3

Amazon S3

Restore

RO RORO

Network partition

AWS Backup

App



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Aurora global database – Storage only
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