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Agenda
AlOps and best practice +  Demo
> AlOps features in »  Wrap-up

Amazon CloudWatch

> (New) AlOps features on AWS



AV [0] ]

« Not a magical solution that's going to
save every one of your problems

« A set of algorithms and tools that use
machine learning to accelerate
humans by taking on the activities that
machines can do really well

« No algorithm, machine, or human will
be able to detect issues or reason
about the performance of your
systems if the necessary signals
aren'’t available
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| Al/ML options for AlOps

Do it yourself Use services with built-in Al/ML/genAl
ML.:

Train models on your own (e.g., PyTorch  aAfazon CloudWatch metric anomaly
on Amazon EC2, Amazon-Sageiviaker) detection

aged Al/ML:
.g., Use Amazon Comprehend ony
own data for natural language

processing (NLP)
Gen Al: ) Amazon DevOps Guru

Amazon CloudWatch Logs anomaly and
pattern analysis

r

e.g., Use Amazon Bedrock with local
knowledge bases for Retrieval
mented Generation (RAG)

Amazon Q Developer investigations

Moderate
effort
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Best practice

« Consistent libraries
(e.g., OpenTelemetry)

« Contextual
information

« Standardized metrics

« Co-location with
other telemetry

« Multiple perspectives




CloudWatch metric anomaly detection

A CatAdoptionsAnomalyAlarm

Graph

CatsAdopted

CatsAdopted < the band (width: 2) for 1 datapoints within 1 day

‘G H View ¥ H Actions ¥ ‘

1d

3d 1w Custom Local timezone ¥ ‘

223.00
10/30 10/31 11/01

@ CatsAdopted CatsAdopted Low - CatsAdopted High

A Inalarm

11/03 11/04 11/05

Click timeline to see the state change at the selected time.

L L T
10/30 10/31 11/1

@ inalarm OK Insufficient data @ Disabled actions
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Pick the right metric

import os
import time

from aws_lambda_powertools import Logger

logger = Logger()
def log_with_embedded_metrics(petType, count, petColor, city, orderId, promotionType, redirectSource):

log_object = {

" _aws": {
"Timestamp": int(time.time() * 1000),
"CloudwatchMetrics": [
{
"Namespace": "EMF-PetSite",
"Dimensions": [["petType"]l, [“color"]l, [“petType", “color"l],
"Metrics": [
{
"“Name": "Adoptions",
"Unit": "Count"
ky
1
}I
{
"Namespace": "EMF-PetSite",
"Dimensions": [["promotype"]],
"Metrics": [
{
"Name": "Promotion",
"Unit": "Count"
Iy
1
+
]
}l

"Adoptions": count,
"color": petColor,
"petType": petType,
"Promotion": count,
"promotype": promotionType
+
logger.info(f'action=adoption petType={petType} orderId={orderId} promotype={promotionType} redirect={redirectSource}', extra=log_object)
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Metric anomaly visualization

CloudWatch > Metrics

2024-11-05T12:21:19 > 2024-11-05T15:21:19 Local timezone ¥ Actions V¥

AnomalyAdoptionsLow £

Browse Multi source query Graphed metrics (2/5) Options Source Add math ¥ Add query ¥

Add dynamic label ¥ Statistic: Period: minutes ¥ Clear graph

IDG@®  Label Details Statistic Period Y axis Actiol

el ¢ ' AllAdoptions & (m1+m2+m3) » >
ad1 ¢  AllAdoptions (expected) &

m1 £  bunny £ 5 minutes ¥

m2 /  kitten £ 5 minutes ¥

m3 /&  puppy & 5 minutes ¥
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Anomaly detection considerations

CloudWatch > Metrics

AnomalyAdoptionsLow & 2024-11-05T12:21:19 > 2024-11-05T15:21:19 Local timezone ¥ Actions ¥

Think about standard deviations
for the band (and adjust if
required)

Browse Multi source query Graphed metrics (2/5) Options Source Add math ¥ Exclude SpeCIfIC tlme peI‘IOdS for
unusual events

Add dynamic label ¥ Statistic: | Sum ¥ | Period: | 5 minutes ¥

ID®  Label Details Statistic Period Look out for sparse data (it will
el &  AllAdoptions & (m1+m2+m3) 2 WOI‘k, but is this the I’ight

ad1 &  AlAd Edit math expression info X 22 metrlC?)

m1 ¢  bunny |ANOMALY_DETECTION_BAND(e1, 2) 5 minutes ¥

Do you need to re-train your
model?

m2 £/  kitten 5 minutes ¥

m3 /2  puppy & 5 minutes ¥
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Log data

« Structured log
« Consistent naming
« Words matter
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loudWatch log pattern analysis (reactive)

CloudWatch > Logs Insights

Logs Insights info [2 start tailing 1h 3h 12h Custom | mpare(

Select log groups, and then run a query or choose a sample query.

Select up to 50 log groups.

/aws/lambda/AppConfigLambdaDemo-functionF1981A04-hQrfnrnDwWpp X /aws/lambda/lambda-for-log-anomaly-demo X /aws/lambda/obs-demo-EMFLambda-8yLwTaOMesM7 X

andevelt CCA and COM 113811220673 Observability workshop account 873497083499 Observability workshop account 873497083499

Search log data and

E‘Sh[:\.ﬂ:few&'lH':Jaenl-:)q groups detect patte ns across
. it e e multiple log groups

and accounts

Clear all

| limit 1eeee

#. Query generator Answer o What has
Run query Save || History Changed?

Logs Insights query can run for maximum of 60 minutes.

Logs (608) Patterns (-) Visualization

LOQS (508) Export results ¥

Showing 608 of 608 records matched ®
608 records (97.2 kB) scanned in 0.9s @ 706 records/s (113.0 kB/s)

11 AM 11:15

@timestamp @message @logStream 8log

2024-11-85T12:23:06.1.. END RequestId: 8b672ale-1274-48fa-bl12-b6fd78234f55 2024/11/05/[$LATEST]60df3¢66f23ed4dd2b3707466da0de3f1 [ 873497083499: /aws/lambda/1ambda-for-log-d
2024-11-05T12:23:06.1.. REPORT RequestId: 8b672a0e-1274-48fa-bl12-b6fd78234f55 Duration: 338.. 2024/11/05/[$LATEST]60df3c66f23eddd2b3707466da0de3f1 [ 873497083499 /aws/1ambda/1ambda-for-log-q

g :23:06.0.. 024-11-05T12.23.06 0687, 8h677afe-1274-48fq-b112-b6Fd78234F5.. 2024/11/ IET h3707466das I 499: /aws/1anbda/




CloudWatch log anomaly detection (proactive)

Specify metric and conditions

Metric

Graph
This alarm will trigger when the blue line goes above the red line for 1 datapoints within 5 minutes.

Namespace
AWS/Logs
Metric name

‘ AnomalyCount ‘

LogAnomalyPriority

HIGH

o —— LogAnomalyDetector

10:00
‘ logs-anomaly-detector

® AnomalyCount

Statistic

‘ Q, Sum
Period

‘ 5 minutes
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se
nd

Create anomaly detector
to examine log data as it
is ingested

Create alarms based on
severity

Suppress stuff that does
not matter (or filter it out)



Understanding relationship, causality, and
reasoning

CloudWatch
pet-clit

Overview

Show Depend

Unknown unknowns " Selec
(find other patterns)

Requests ar
Requests

11.0
5.5
[s}

Map dependencies

@ custol

Depend

Select a dep

CloudWatch 2> Metrics

DDB Scans and ELB Requests ¢

Custom (15m) Local timezone ¥ H

12:56 12:57 12:58 12:59

13:00 13:02 13:03 13:04

Browse Multi source query Graphed metrics (2) Options Source

‘ Q Filter

Correlation vs. causality
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‘ Add dynamic label ¥ Info

Label

AWS/DynamoDB Scan Services-ddbpe... £

AWS/ELB a3fc60a62bdac4b9e9553fb... £

Statistic: ‘ Sum ¥

Details Statistic

DynamoDB « ReturneditemCount « Tablel ,»# sym w

ELB « RequestCount « LoadBalancerName » suym w

c|
‘@
v |
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Explore related with CloudWatch

Explore related telemetry from anywhere in the AWS console

Quickly navigate across related AWS resources with persistent side panel
Contextual deep links to AWS service consoles emitting telemetry

Use key-value pair tags to filter and drill down resources

No additional setup or configuration required
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Lambda » Functions » ApiGateway2
ApiGateway?2

¥ Function overview infe

Diagram Template

@ ApiGateway2

o
= Layers

‘5} EventBridge (CloudWatch
Events)

( <+ Add trigger )

Code Test Monitor Configuration Aliases

("I- Add destination )

| (3] @ M. Virginia + your-aws-account @ 123456789012 +

© e

( Throttle ) (|_|:| Copy ARN ) C Actions ¥ )

l(- Export to Infrastructure Composer -) ( Download W )

Description

Last modified
5 months ago

Function ARN
IO armaws:lambdaius-east-1:12345678901 2:function:Api

Gateway2

Function URL Info

Monitor info ( View CloudWatch logs [? ) ( View Application Signals [® ) ( View X-Ray traces [* ) ( View Lambda Insights [® ) ( View CodeGuru profiles [ )

(®» Alarm recommendations @

CloudWatch metrics

2] Cloudshell  Feedback

R
Tw Custom [ [ UTC timezone |(G ')
r 4
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Operational investigations with Amazon Q Developer

- Omnipresent assistant across AWS consoles
- Guided root cause analysis with AWS operations expertise

- Automatically examines wide range of data such as telemetry, deployment, and
AWS Health events, etc.

- Auto-start investigations from alarms
- Collaborative investigation notebook

- End-to-end integrations through chat, runbooks, etc.

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Lambda

[2) CloudShell

fa @ £ N. Virginia ¥ your-aws-account ¥

2 Functions » cwsyn-pc-add-visit-b478821e-el1af-47ce-8dbc-eab3I01f20563 @ N C

cwsyn-pc-add-visit-b478821e-e1af-47ce-8dbc-eab301f20563 ( hrottie ) (11 copy arn ) ( Actions v )

¥ Fl.lﬂftiﬂﬂ DUEI"UiEW Infa ( Export to Infrastructure Composer -) ( Download W )

Diagram Template Description

__ cwsyn-pc-add-visit-
bh478821e-el1af-47ce-
8dbc-eab301f20563

Last modified
1 n‘.nn_‘th ago

Function ARN
IO arm:aws:lambda:us-east-1:12345678901 2:-function:cws
yn-pc-add-visit-b478821e-e1af-47ce-Bdbc-eab301f20563

&
L.E::__-_;_E |..E|5"I$‘r“.:-

( + Add trigger ) ( + Add destination )

Function URL Info

Code Test Monitor Configuration Aliases Versions

Monitor info ( View CloudWatch logs I,'_’,") ( View Application Signals [® ) ( View X-Ray traces [* ) ( View Lambda Insights [ ) ( View CodeGuru profiles [ )

N
(® Alarm recommendations @ 1 1d n3d Tw Custom [H L UTC timezone ¥ J G|
" ”

CloudWatch metrics

Feedback D 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences



Effortlessly navigate your system and telemetry
and troubleshoot operations issues
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> Check for recent J

Check service change events

A 4

configuration

[ Check alarm A 3 i [ Search incident J

history

! Query logs

. J/ \ 4
A

Review metric ] Hypothesize

! { Search traces ] root cause
Visit service ) /
dashboard Review
\[ runbooks
Query metrics for Attempt
[ anomalies } \[ Read mitigation
documentation

Review

Monitor
recovery

dependencies
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Amazon Q Developer Human operator

Paged along with IM notification

Anomaly Scans, analyzes, and including relevant signals
detection with ML summarizes telemetry,

configurations, provider
E v . status, deployment events : : '
Trigger alarm Review completed assistant analysis
N ) | and top root cause hypotheses
Y . Generates and suggests
~Auto-starts root cause hypotheses
Investigation ranked by confidence Validate, execute and monitor
v recovery

mitigation suggestions Improve system architecture and

resilience

Traverses relevant X
dependencies [ High-confidence ]

IM notifications to keep team updated

One-click ticketing system updates to inform stakeholders

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Demo
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Pet clinic application

) spring e

Owners

Address

110w.
Liberty St.

638 Cardinal
Ave.

2693

Commerce St.

563 Friendly
St.

2387 S. Fair
Way

105 N. Lake
St

1450 Qak
Blvd.

345 Maple St.

2749
Blackhawk
Trail

2335
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City

Madison

Sun
Prairie

Telephone

6085551023

6085551749

McFarland 6085558763

Windsor

Madison

Monona

Monona

Madison

Madison

6085553198

6085552765

6085552654

6085555387

6085557683

6085559435

Waunakee 6085555487

Pets

Leo

Jewel Rosy

lggy

George

Max Samantha

Lucky

Mulligan

Freddy

Lucky Sly

iS VETERINARIANS




Pet clinic application

S——"

. Elastic Kubernetes Service (EKS)

Customers

! Customers
Service
. TTTTT - @
Payments
Application Pet Clinic Visits
Load Balancer Frontend Service
8% JETTTTR ETTiTy

Visit Registration
Vets sit Regis ons

Service
Lilll

AN

7
TTTTT @

Vet Details
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| /api/BookVisit

N1

" ’

- Elastic Kubernetes Service (EKS)

3
LR

*Image generated with A

Application
Load Balancer

£ . N

Pet Clinic Frontend Visits Service Visit Registrations

A\ 4
A\ 4

LLLLI
rirna
A\ 4
LLLLI
LI

@ Book Visit Availability

1. Frontend is impacted by VisitsService
2. VisitsService is impacted by throttling on VisitRegistrations table

3. VisitRegistrations table is throttling because Consumed IOPS > Provisioned

4. Increase in load is coming from a single tenant

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.



: : :
Setup and configuration

The essentials
« Create an investigation group
- Configure access permissions for Amazon Q Developer

Best practices

- Application topology (Application Signals, AWS X-Ray,
CloudWatch agent)

« AWS CloudTrail Logs
« "Investigation action” on your composite alarms



Creating investigations

Auto Triggered Investigation:
Set up “investigation action” on your
CloudWatch alarms

e Amazon Q Chat: Ask questions such as
“Why am | paged” to receive initial
diagnostics and instructions to kick off an
investigation

e Omnipresent “operational
troubleshooting” side panel: Select
“investigate” while viewing your
CloudWatch telemetry widgets across 80+
AWS service consoles

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Error cou

Count

1.00

nt and success rate (%)

X ®

Enlarge

Refresh

0.50 Start a new investigation Investigate

Add to an existing investigation

@ Errors

View in metrics

View logs >
99.00
23:00

@ Success rate (%)




Wrapping up

Start with good  Keep up to date Check out
foundations and experiment Amazon Q
Developer

Further
reading

Observability best One Observability Try a sample
practices guide workshop investigation

aWS 4 ff A h . Y
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Cloud Ops kiosks

Cloud Operations | Observability | Governance & Compliance | Resilience | Cloud Financial Management

Engineering
Resilient Systems

VR BOOK
EXPERIENCE GIVEAWAYS
aws @ H0s, Py e Sanees, [T o At s AT el Emed)
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' ey Please complete the session
a n yo u o _Diz@ survey in the mobile app

Jared Nance Ania Develter Wei Tao
linkedin.com/in/jaredcnance linkedin.com/in/ania-develter linkedin.com/in/wtweitao
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