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Agenda

01 AIOps and best practice 04 Demo

02 AIOps features in 

Amazon CloudWatch

05 Wrap-up

03 (New) AIOps features on AWS
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AIOps

• Not a magical solution that’s going to 
save every one of your problems

• A set of algorithms and tools that use 
machine learning to accelerate 
humans by taking on the activities that 
machines can do really well

• No algorithm, machine, or human will 
be able to detect issues or reason 
about the performance of your 
systems if the necessary signals 
aren’t available
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AI/ML options for AIOps

Do it yourself Use services with built-in AI/ML/genAI

ML:

Train models on your own (e.g., PyTorch 

on Amazon EC2, Amazon SageMaker)
Amazon CloudWatch metric anomaly 

detection

Amazon CloudWatch Logs anomaly and 

pattern analysis

Amazon DevOps Guru

Amazon Q Developer investigations

Managed AI/ML:

e.g., Use Amazon Comprehend on your 

own data for natural language 

processing (NLP)

Gen AI:

e.g., Use Amazon Bedrock with local 

knowledge bases for Retrieval 

Augmented Generation (RAG)

Lots of 

effort

Moderate 

effort

Least effort but even better 

with some good 

foundations
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Best practice

• Consistent libraries 
(e.g., OpenTelemetry)

• Contextual 
information

• Standardized metrics

• Co-location with 
other telemetry

• Multiple perspectives
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CloudWatch metric anomaly detection
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Pick the right metric

(Observe what matters)
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Metric anomaly visualization
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Anomaly detection considerations

• Think about standard deviations 

for the band (and adjust if 

required)

• Exclude specific time periods for 

unusual events

• Look out for sparse data (it will 

work, but is this the right 

metric?)

• Do you need to re-train your 

model?
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Log data

• Structured log

• Consistent naming

• Words matter
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CloudWatch log pattern analysis (reactive)

• Search log data and 

detect patterns across 

multiple log groups 

and accounts

• Answer – what has 

changed?
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CloudWatch log anomaly detection (proactive)

• Create anomaly detector 

to examine log data as it 

is ingested

• Create alarms based on 

severity

• Suppress stuff that does 

not matter (or filter it out)  
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Understanding relationship, causality, and 
reasoning

• Unknown unknowns 
(find other patterns)

• Map dependencies

• Correlation vs. causality
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(New) AIOps features on AWS
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Explore related with CloudWatch

• Explore related telemetry from anywhere in the AWS console

• Quickly navigate across related AWS resources with persistent side panel

• Contextual deep links to AWS service consoles emitting telemetry

• Use key-value pair tags to filter and drill down resources

• No additional setup or configuration required
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Operational investigations with Amazon Q Developer 

• Omnipresent assistant across AWS consoles

• Guided root cause analysis with AWS operations expertise

• Automatically examines wide range of data such as telemetry, deployment, and 

AWS Health events, etc.

• Auto-start investigations from alarms

• Collaborative investigation notebook

• End-to-end integrations through chat, runbooks, etc.
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Effortlessly navigate your system and telemetry 
and troubleshoot operations issues
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Check alarm

Pager

Review metric

Visit service 

dashboard

Message 

teammate

Search incident 

history

Check for recent 

change events

Check cloud 

provider status

Query logs

Search traces Look up error 

message on 

search engine

Read 

documentation

Review 

runbooks

Attempt 

mitigation

Update ticket 

for stakeholders

Hypothesize 

root cause

Query metrics for 

anomalies

Monitor 

recovery

Check service 

configuration

Review 

dependencies
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Auto-starts 

investigation

Anomaly 

detection with ML

Scans, analyzes, and 

summarizes telemetry, 

configurations, provider 

status, deployment events

Amazon Q Developer Human operator

Trigger alarm

Traverses relevant 

dependencies

Generates and suggests 

root cause hypotheses 

ranked by confidence

High-confidence 

mitigation suggestions

IM notifications to keep team updated

One-click ticketing system updates to inform stakeholders

Paged along with IM notification 

including relevant signals

Review completed assistant analysis 

and top root cause hypotheses

Validate, execute and monitor 

recovery

Improve system architecture and 

resilience
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Demo
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Pet clinic application
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Elastic Kubernetes Service (EKS)

Application 

Load Balancer
Pet Clinic

Frontend

Vets

Service

Visits

Service

Customers

Service

Payments

Visit Registrations

Vet Details

Customers

Pet clinic application
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/api/BookVisit

Elastic Kubernetes Service (EKS)

Application

Load Balancer
Pet Clinic Frontend Visits Service Visit Registrations

1. Frontend is impacted by VisitsService

2. VisitsService is impacted by throttling on VisitRegistrations table

3. VisitRegistrations table is throttling because Consumed IOPS > Provisioned

4. Increase in load is coming from a single tenant

*Image generated with AI
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Setup and configuration

The essentials

• Create an investigation group

• Configure access permissions for Amazon Q Developer

Best practices

• Application topology (Application Signals, AWS X-Ray, 
CloudWatch agent) 

• AWS CloudTrail Logs

• ”Investigation action” on your composite alarms 
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• Auto Triggered Investigation:             
Set up “investigation action” on your 
CloudWatch alarms

Creating investigations

1

2

3 Omnipresent “operational 

troubleshooting” side panel: Select 

“investigate” while viewing your 

CloudWatch telemetry widgets across 80+ 

AWS service consoles

Amazon Q Chat: Ask questions such as 

“Why am I paged” to receive initial 

diagnostics and instructions to kick off an 

investigation
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Keep up to date 

and experiment

Check out 

Amazon Q 

Developer

Start with good

foundations

*Image generated with AI

Further 

reading

Wrapping up

Observability best 

practices guide

One Observability 

workshop

*Image generated with AI

Try a sample

investigation
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Cloud Ops kiosks
Cloud Operations  |  Observability  |  Governance & Compliance  |  Resilience | Cloud Financial Management   

VR

EXPERIENCE

BOOK 
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SWAG

MEET US AT THE KIOSKS IN  THE AWS VILLAGE
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Thank you!
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Please complete the session 
survey in the mobile app

Jared Nance

linkedin.com/in/jaredcnance

Ania Develter Wei Tao

linkedin.com/in/ania-develter linkedin.com/in/wtweitao
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