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What is Amazon Linux ?

• Linux Operating System maintained by AWS 
and optimized for AWS

• First version was launched in 2010

• AL is a general purpose OS

• 95% of AWS runs on Amazon Linux



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Why Amazon Linux

Simple to maintainSecure by default Cost

Ensures safety 

from threats by 

fixing all CVEs

Delivers the 

simplest 

maintenance 

experience

Available at no 

additional 

licensing cost

Optimized for AWS

Integrated with 

tools, agents and 

services
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Amazon Linux is optimized for AWS

• Default recommended image on EC2 and EKS

• Kernel tailored for EC2 instances and specialized drivers

• EKS and ECS-optimized images

• Integration with AWS services and agents
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Amazon Linux is highly secure

Smaller package 

footprint

SELinux Kernel Live Patching

Bi-Weekly security 

updates

Kernel Hardening
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Common Vulnerability and Exposures (CVE) Stats

Severity Evaluated CVEs Fixed CVEs End-to-End Duration

Critical 0 0 0

Important 159 173 30

Medium 743 530 38

Low 83 59 42

Total 985 798

Amazon Linux 2023 (2024 Year-to-date)
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Amazon Linux is simple to maintain

Repository locking Predictable 

maintenance during 

product life cycle

Integrated with SSM 

Patch Manager

Bi-Weekly security 

updates

Batched updates every 

quarter
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Who should use Amazon Linux

• General purpose OS, optimized for running workloads on AWS

• Fedora-based, but not a direct CentOS replacement

• Ability to upgrade OS version every 3 to 5 years
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AL2023 highlights (2024 updates)

• ECS and EKS optimized images available

• PHP 8.3 and .NET 8.0 Added

• Deep learning images available

• Support for all new EC2 instance types including 
accelerated platforms
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AL2023 upgrade

• Most customers have upgraded or 
have started the upgrade process 
from AL2 to AL2023

• Best practices for OS version 
upgrades
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Amazon Linux 2023 at Genesys Cloud
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• Platform Engineering and Developer Experience

• Stewardship of the Genesys Cloud BaseAMI since 2021

• OS Configuration Automation since 2005

Me
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Genesys Cloud

• Communications for Contact Centers

• Over 8,000 customers

• Servicing over 100 countries

• Immutable Infrastructure Paradigm
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• Paradigms

• Pipeline

• Challenges

• Lessons learned

• Migration gotchas

• Note: Viewpoint of EC2 microservices

Covering…
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• BaseAMI is a product to be consumed 

• Part of internal product suite 

• Goal of the BaseAMI versus Goal of a Service

• Internal contributions welcome, encouraged

Paradigms and Pipelines
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• Ephemeral, Immutable Instances

• 30 Day Maximum BaseAMI Age

• Compliance Requirements 

Challenges



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Base AMI Pipeline

Launch Latest

AmazonLinux 2023 AMI

Base-AMI 

Created

Deploy AMI for
 Functional & Security

 Tests

Steps Milestone

Func/Sec Tests

Complete

Base-AMI

Available for Use
Release Base AMI

Copy & Run 

Base AMI Automation Launch a service

Install Runtimes

Verify Environment

Config Variations

Check Connectivity

Server Hardening

CVE Scans
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Lessons Learned

• First Migrated to Amazon Linux 2

• Performance testing was critical

• Functional testing was lackluster

• Archetypical services make great test beds

• Stay on top of deprecations

• https://docs.aws.amazon.com/linux/al2/ug/deprecated-al2.html

• https://docs.aws.amazon.com/linux/al2023/ug/deprecated-al2023.html 

https://docs.aws.amazon.com/linux/al2/ug/deprecated-al2.html
https://docs.aws.amazon.com/linux/al2023/ug/deprecated-al2023.html
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Sharp Edges

• FIPS 140-2 vs FIPS 140-3

• Classic Load Balancers and AL2023 in FIPS mode

• Extended Master Secrets in TLSv1.2 are required

• No matching cipher suites on backend

• Ensure your security tooling is compatible

• IMDSv2 required by default

• Cron not installed by default

• EPEL not supported

• Keep libraries up to date
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Recap

• Different pipelines will net different challenges

• Strong fundamental testing goes a long way

• Keep things up to date
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Amazon Linux roadmap

• Amazon Linux 2 end of support

• Amazon Linux life cycle

• New packages

• FIPS
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Amazon Linux 2 end of support

• AL2 used by most of AWS customers

• AL2 end of support date is June 30, 2026

December 2017 June 30, 2025 June 30, 2026

AL2 launched AL2 end of support

• Documentation and FAQs will be updated in the coming weeks
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Amazon Linux 2023 life cycle

• AL2023: Standard support phase and maintenance support phase

• AL2023 will be in standard support until June 30, 2027, and 
maintenance support until June 30, 2029. 

March 2023 June 30, 2027 June 30, 2029

AL2023 launched AL2023 end of support

Standard support phase Maintenance



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Amazon Linux life cycle

• We will provide 12 to 18 months of notice prior to new major 
version launch (no AL2025)

• Newer kernel version and latest versions of select packages will be 
available in AL2023 in future minor versions
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More packages

• Added ~200 packages to date 

• Openvpn

• Freeipa

• .NET8

• Netplan

• …and more
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Release notes
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More packages

• Send us feedback on any AL2023 package requests

• Requests on our radar include mod_auth_mellon, LLDP agent, and 
pam_radius
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Federal Information Processing Standards (FIPS)

• AL2 modules have full validation based on FIPS 140-2 standards 

• AL2 modules will reach sunset date between October 2024 to 
September 2025

Historical
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FIPS on AL2

• Consult your compliance team on using modules in historical status
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FIPS on AL2023

• AL2023 modules in progress (FIPS 140-3) - OpenSSL, NSS, Libgcrypt, 
GnuTLS

• AL2023 modules with interim validation - kernel cryptographic API 
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FIPS on AL2023

• FIPS mode on AL2023 can 
be enabled

• Consult your compliance 
team to ascertain if 
AL2023 crypto modules 
are acceptable
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Conclusion

• Amazon Linux is the most optimized Linux OS for AWS

• Upgrade to AL2023, reach out to us if you have any questions or 
requests
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Thank you!
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Please complete the session 
survey in the mobile app

Nicholas Barber

Nicholas.Barber@genesys.com

linkedin.com/in/nicholas-
barber-a226a212a

Manan Gupta

manangup@amazon.com

linkedin.com/in/manangupta-mg

Chris Schlaeger

cschaleg@amazon.com

linkedin.com/in/chrisschlaeger
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