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| What is a bot?

I'm just a
browser

(hehehe)
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Bot use cases

Good bots

e Search engine
 Site monitoring

o Authorized
vulnerability
scans

Bad bots

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

e DDOS

e Account/credit
card fraud

 Scraping/data
theft

e« SMS pumping
o “Click” bots

Grey area

e Social media
e Al bots
e Accidental bots
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Protect AWS and on-premises applications

Amazon CloudFront

1
L8535 Normal user On-premises

workload

Connect

Application Load Balancer

Amazon AP| Gateway

AWS WAF

AWS workload

C———7wvy

DD I . .
00 O Malicious actor AWS AppSync

. Amazon Cognito
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How does AWS WAF work?

\ Amazon
fWeb ACL (web access control list) CloudFront

Inspection Inspection Inspection
criteria criteria criteria Amazon API Application
@ _> G Gateway Load Balancer

Amazon Cognito ~ AWS App Runner

AWS Verified Access AWS AppSync

HTTP request
from the user
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How does AWS WAF work?

fWeb ACL (web access control list)
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| How does AWS WAF work?
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| How does AWS WAF work?

T

Inspection
. criteria
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Actions:

* Allow
* Block
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| How does AWS WAF work?
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Actions:
* Allow
» Block

 Count

Amazon
CloudFront

Amazon API Application
Gateway Load Balancer

Amazon Cognito ~ AWS App Runner

AWS Verified Access AWS AppSync



| How does AWS WAF work?

8

HTTP request

( Web ACL (web access control list)

\ Amazon
CloudFront

Order (priority)

—— e e e e ==

S ()

Inspection Inspection Inspection
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—> Gateway Load Balancer
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aws
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Actions:

* Allow
» Block

e Count AWS Verified Access AWS AppSync

« CAPTCHA
 Challenge
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| How does AWS WAF work?

\ Amazon

( Web ACL (web access control list) CloudFront
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| Visibility is power

aws

p—
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I Rate-based rules

Detect the HTTP flood attack and suppress the requests

Block L7 DDoS attacks once a rate threshold is reached

Rate-based rules
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I Layering rate-based rules

Rate-based rules

Catch-all rule APl rule

Rule type: Rate-based Rule type: Rate-based

Rule name: rbr_global Rule name: rbr_api

Scope-down: None (matches all) Scope-down: If uri starts_with ‘/api/’
Aggregation key: IP (default) Aggregation key: IP (default)
Evaluation window: 300 (default) Evaluation window: 300

Limit: Limit:

Action: Block Action: Block
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| Layering rate-based rules — Anti-DDoS

Anti-DDoS rule

Rule type: Rate-based

Rule name: rbr_ddos

Scope-down: None

Aggregation key: Header (Host) + URI + IP
Evaluation window: 60

Limit:

Action: Block

Rate-based rules
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IP-based controls

Protection against attacks from known malicious IP addresses

Block or allow requests from specific IPs or IP sets
3

Allow and deny IP lists

Amazon IP reputation list managed rule group

IP reputation lists

AWSManagedIPReputationList AWSManagedReconnaissanceList AWSManagedIPDDoSList
Rule action: Block Rule action: Block Rule action: Count
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“Challenge” rule action

AWS WAF token
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| AWS WAF Bot and Fraud Control overview

Bot Control Fraud prevention

. Identifies, labels, and manages  Detects and prevents fraud
both friendly and malicious bots attempts

. 2 levels of protection « Account takeover prevention

= Common - for self-identifying bots (ATP)

= Targeted - for evasive bots » Account creation fraud
prevention (ACFP)



Detecting common bots

What are the common bots? What does common bot

- Self-identifying control do?
. Search engines/social « Looks for request, IP, TLS

media/HTTP library fingerprint
- Verifies the bot
GET / .
Host: www.example.com EF « Provides labels
Accept: */*

Accept-Encoding: deflate, gzip

User-Agent: facebookexternalhit/1.1
(+http://www.Tacebook.com/externalhit_uatext.php)
Range: bytes=0-524287 aws:bot-control:bot:category:social_media
X-FB-CrawlerBot: AakngrYgnBhDTF.....

== aws:bot-control:bot:name:facebook

aws:hot-control:bot:verified
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Challenges of evasive bots

Challenges

Use existing browser
headers and values

Not using well-known bot
|IP addresses

Mimic the real browser
activities such as
JavaScript execution

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved

Responses

Client interrogation

Uniquely identify the client
session

Monitor the client session

behavior



A bit more on client interrogation

Let's confirm you are human

- JavaScript execution or CAPTCHA puzzle
» Collect client information m: ml

= Canvas info/installed fonts/installed plugins/other Z_x\am
« Look for browser automation L l
= Selenium/Puppeteer :

’\(DQ

e Collect client telemetries

= Mouse movement/key press




Silently challenging the browser

()

7<—\
Public URL Bot Control endpoint Application (origin
1.Request - = litell)
R > BOTBMREEEEREA with interstitials
— )
User 3. Get challenge

A\ 4

4. Challenge JS

N

5. Run the JS and provide the Proof-of-work

v

6. Provided encrypted token

ya
N

7. Request with token as a cookie

7

8. Request forwarded

v

9. Response

N

10. Response

N

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



| Challenging with the CAPTCHA

N>
{g9)
’7—\
Public URL Bot Control endpoint Application (origin)

1.Request

N
7

R 2. HOSIVIEHREAINGHANBHEA with interstitial
C— =)

N\

3. Get CAPTCHA challenge

A\ 4

Let! fi h
ELS cermiiim yen are ilman 4. Show CAPTCHA screen

Choose all the curtains

N

5. Solve the challenge

v

6. Provided encrypted token

ya
N

7. Request with token as a cookie

7

8. Request forwarded

v

9. Response

10. Response

N
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I SDK integration

ﬂ7|

( o— )

o —
=]
——

1. API call such as ffieteh()

v

AU

Without SDK integration

m
m

2. Challenge or CAPTCHA

API endpoint
Static frontend Mobile app SN P

Client interrogation and token creation

Can programmatically throw CAPTCHA
Lower latency

.

U7|

( o— )

O —
 E—
N—

A 4

A Y

With SDK integration

E

' APl endpoint
Static frontend Mobile app

2. Detect and respond
dWS
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| Token for tracking

Detects

IS IS

Default action

Too many requests without token

More than 5 requests from 1 IP

Challenge

Too many requests from a session

Baseline determined with historic patterns
Confidence level:
Low/medium/high/maximum

Block for maximum
CAPTCHA for high

during the client challenge

Suspected automated browser Indicators of browser automation found CAPTCHA
during the client challenge
Browser inconsistency Indicators of browser inconsistency found | CAPTCHA

Single token among multiple IP,
multiple ASN, multiple countries

Multiple level: Low/medium/high

Count for low
CAPTCHA for medium
Block for high
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Account takeover
prevention (ATP)

Protects from credential stuffing
and brute force

« Analyzes POST request to the
.ogin URL

« Detects compromised credentials

 Login and password traversal

« Tracks response too (when used
with CloudFront)
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Bad actor

Stolen credentials

Login A Password A
Login B Password B
Login C Password C
Brute force

Login X password
Login X p@sswOrd
Login X pa$$word




' Account creation fraud
prevention (ACFP)

Prevents fraud account creation

« Analyzes human interaction in
the registration page and POST
request

= SDK integration is mandatory for
human interaction detection

« Detects phone number and
address abuse

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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ACFP

Bad actor

Detections include:

Compromised credentials

Human interactivity is absent

Same phone number or address is used multiple times

High volume of successful account creation
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I Bot Control building up example

Common bots

Users , ] — UE/'»D“
//M\ > E > i

Bots Web page API Gateway

A 4

Application (origin)

A 4

b=

\ 4

&

Amazon OpenSearch

Data Firehose
00
a0

W

Set challenge action
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| Bot Control building up example

{00 (oo

’—\
Targeted bots

= B
SRS Al = > U‘-’-’ﬂ

Bots Static frontend
+ SDK

1@

Mobile app
+ SDK

A 4

APl Gateway
Application (origin)

ya
N\

h

\ 4

W
e

&

Amazon OpenSearch

Data Fireh
ata Firehose =
oo

Continuously monitoring
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ATP example - Collecting intelligence

A
& @) ATP
Users M\

Bad actors R

v
T

Login page

v

Set count mode for rules
Use custom rule to inspect labels
Add custom header to upstream
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/)_ Allow/block decision with other intelligence
N\

=

N

Forward request with custom header
Application (origin)

I

JOlIIE
583||=

/ZVisibility and analysis

Periodic review and run
preventive measure




Don’t let them know we know

\/

)
<\

Bot Control

Normal input e Forward to origin

Do
Do
7

I

N

o
|
N

Users

Response Response Application (origin)

Survey

@ Automated input

/7 :\ Z == g:
Bad actors Response Application (origin)

Survey

Respond with custom response
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' ey Please complete the session
a n yo u o _Diz@ survey in the mobile app

Julian Ju Joanna Knox
[ linkedin.com/in/julianju/ [ linkedin.com/in/joanna-knox-3161a34/
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