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Application modernization with 
EventBridge and Step Functions
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“Organizations today use over 1,000 

applications – but 70% remain 

disconnected from one another and 

the core business.”

- Salesforce 2024 Connectivity Benchmark Report

Businesses must adapt to new technologies and 
market shifts
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EventBridge and Step Functions
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Amazon EventBridge

Amazon EventBridge is a serverless service that uses events to 
connect application components together, making it easier for you 
to build scalable event-driven applications. 

You can use EventBridge to route events from sources such as 
home-grown applications, AWS services, and third-party software 
to consumer applications across your organization. 

PipesEvent bus Scheduler
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EventBridge Event Bus

Targets

AWS services

Custom events

SaaS apps

Default event bus

Custom event bus

SaaS event bus

Amazon EventBridge
AWS Targets

API Destinations

Amazon 

API

Gateway

External API

Endpoint

External

Webhook

Event sources

Rules
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EventBridge 
Event Bus 
features

Schema registry and 

automatic discovery

Keep track of events across your 

organization. Automatic code 

bindings speed up development

Archive and replay

Easily recover from issues

and hydrate new services

Dead-letter queues

Increased resilience

and error handling

Cross-account delivery

Send or receive events between 

accounts within same or 

different Region

Global endpoints and

cross-region event delivery

Automated failover and recovery. 

Simplify multi-Region availability and 

disaster recovery strategy

API destinations

Deliver API requests to any publicly 

available API, with support for 

OAuth, header auth (e.g., API key), 

and basic auth. Includes rate 

control to ensure downstream

APIs aren’t overwhelmed

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved
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EventBridge Pipes connects building blocks

Amazon SQS

Amazon Kinesis

Data Streams

Amazon

DynamoDB

Amazon MSK

Amazon MQ

Source

Pull events from a

supported AWS service

Amazon

EventBridge Pipes

Filter, enrich, and

transform your events

Filter

Choose which

events to keep

Enrich and transform

Restructure, modify,

or pull additional data

into your event

Target

Send your event to one

of over 14 AWS services

Amazon

EventBridge

Amazon Kinesis

Data Streams

AWS Step

Functions

Amazon

API Gateway

Amazon SQS

Amazon

API Gateway

AWS Step

Functions

AWS Lambda

Amazon

EventBridge API

Destinations
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EventBridge Scheduler is flexible and scalable

Time zone
schedules

One-time
schedules

Millions
of schedules

Target over 270 services and 6000 APIs
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AWS Step Functions

AWS Step Functions provides serverless orchestration that helps 
you build distributed applications, automate processes, 
orchestrate microservices, and create data and machine learning 
(ML) pipelines. 

You can define and manage the workflow of your application 
independently from its business logic. 

Step Functions frees your functions and containers from excess 
code, so your applications are faster to write, more resilient, and 
easier to maintain.
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Workflow Studio: Visual designer

Workflow Studio is a drag-

and-drop visual builder.

It reduces the time to build a 

first workflow for new 

developers.

Experienced developers can 

use it to build and share 

prototypes with stackholders 

faster.

Improved workflow 

visualization using AWS 

service icons, automatic 

workflow layouts, and visual 

cues from workflow 

definition.
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Directly compose applications from over 220 AWS 
services and 14,000 API actions 
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An aside on culture and how we 
work @ AWS
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Leadership principles

https://www.aboutamazon.com/about-us/leadership-principles 

Our Leadership Principles 

describe how Amazon does 

business, how leaders lead, and 

how we keep the customer at 

the center of our decisions

Leadership Principles form the 

fabric of our culture at AWS

https://www.aboutamazon.com/about-us/leadership-principles
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Are Right A Lot

Secret: Are Right, A Lot is really about how you make decisions  
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Tenets

A tenet is a principle or belief that helps teams align and bring 

everyone into an agreement around critical questions

At Amazon, tenets play a big role in helping us Be Right, A Lot

https://aws.amazon.com/blogs/enterprise-strategy/tenets-supercharging-decision-making/ 

https://aws.amazon.com/blogs/enterprise-strategy/tenets-supercharging-decision-making/
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Private APIs integration tenets

Reliable 

integration
Simple 

Developer 

Experience

Secure by

Design
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EventBridge and Step Functions 
with public and private APIs
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Example use case – Fraud detection

Amazon Simple Storage 

Service (Amazon S3)

AWS Step Functions workflow

Fraud?

Map: Process 

transactions

Source: CSV

Fraud detected 

event

Process 

transaction

Detect fraud

Fraud detection 

service

Virtual private cloud (VPC)

Compliance 

service

Credit service

Amazon EventBridge

FRAUD_DETECTED_EVENT
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Public API integration with Step Functions

AWS

Step Functions

Fraud detection 

service

Connection

Amazon

EventBridge
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Authorization options

Connection

Basic OAuth API key

AWS Secrets Manager
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Public API integration with Step Functions

AWS

Step Functions

Fraud detection 

service

Connection

Amazon

EventBridge

https://

AWS 

Secrets Manager
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Public API integration with EventBridge

API

Connection

https://

Custom

event bus

Rule

Pipe

API 

destination

AWS 

Secrets Manager
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Creating a connection
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AWS Step Functions workflow

Using a connection in Step Functions

AWS Step Functions
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Using a connection in EventBridge
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Benefits of native API integrations

Build EDA 

easily
Reduce 

application 

footprint

Built-in error 

handling

Managed 

security
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Example use case – Fraud detection

Amazon Simple Storage 

Service (Amazon S3)

AWS Step Functions workflow

Fraud?

Map: Process 

transactions

Source: CSV

Fraud detected 

event

Process 

transaction

Detect fraud

Fraud detection 

service

Virtual private cloud (VPC)

Compliance 

service

Credit service

Amazon EventBridge

FRAUD_DETECTED_EVENT
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What’s the challenge with 
connecting to private APIs?
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Example use case – Fraud detection

Amazon Simple Storage 

Service (Amazon S3)

AWS Step Functions workflow

Fraud?

Map: Process 

transactions

Source: CSV

Fraud detected 

event

Process 

transaction

Detect fraud

Fraud detection 

service

Virtual private cloud (VPC)

Compliance 

service

Credit service

Amazon EventBridge

FRAUD_DETECTED_EVENT
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Challenges integrating with private APIs

• Common workarounds

▪ Make API public

▪ Use VPC-attached AWS Lambda functions

▪ Use intermediary Amazon SQS queues (poll from VPC)

• Write and maintain undifferentiated code
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Integrating with private APIs before

Amazon

EventBridge

AWS

Step Functions

AWS Lambda

Virtual private cloud (VPC)

Compliance 

service

Credit service
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SIMPLIFY
MODERNIZATION

ACHIEVE FASTER TIME 
TO MARKET

DRIVE HIGHER 
SECURITY AND 
COMPLIANCE

Integrating with private APIs now

Accelerate innovation and simplify modernization of distributed 
applications with seamless integration across private and public 
networks



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Private API integration use cases

Deliver AWS 

service events to 

services inside VPC 

Orchestrate 

business-critical 

workflows across VPCs

Modernize 

on-premises 

applications

Build EDAs with 

containers
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Private APIs deep dive
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Private APIs integration tenets

Reliable 

integration
Simple 

developer 

experience

Secure by

design
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Integrating with private APIs now

Amazon

EventBridge

AWS

Step Functions

Virtual private cloud (VPC)

Compliance 

service

Credit service

Connection

VPC Resource Access

RESOURCE CONSUMER RESOURCE PROVIDER
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VPC Resource Access (NEW)
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Benefits of VPC Resource Access

Sharing with AWS 

Resource Access 

Manager (AWS RAM)

VPC Lattice AWS PrivateLink

Integrated in AWS 

PrivateLink and VPC 

Lattice

One-to-many

access
Accessible 

from

on-premises
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Resource Provider Experience

Resource Owner VPC

Resource

(to share)

Step 1 (one-time): Create a Resource Gateway

2. Resource 

Configuration1. Resource 

Gateway

Consumer AWS account

Consumer AWS account

Consumer AWS account

3. Share via RAM

Step 2: Create a Resource Configuration for the resource you want to share

Step 3: Share Resource Configuration with consumer via RAM
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What is a Resource Gateway ?

Resource Owner VPC

Resource

(to share)

Resource 

Gateway

Availability Zone 1

Availability Zone 2

Elastic 

network 

interface

Elastic 

network 

interface
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What is a Resource Configuration ?

IP Address
e.g. 10.6.1.2

Domain Name 
e.g. abc.example.com

ARN
e.g. arn:aws:rds:us-west-2:

123456789012:cluster:db1

Resource Configuration

Represents a resource or group 

of resources that you want to 

share
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Integrating with private APIs now

Amazon

EventBridge

AWS

Step Functions

Virtual private cloud (VPC)

Compliance 

service

Credit service

Connection

VPC Resource Access

RESOURCE CONSUMER RESOURCE PROVIDER
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Integrating with private APIs now

Amazon

EventBridge

AWS

Step Functions

Virtual private cloud (VPC)

Compliance 

service

Credit service

Connection

VPC Resource Access

RESOURCE CONSUMER RESOURCE PROVIDER
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Resource Consumer Experience
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Resource Consumer Experience
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Resource Consumer Experience
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Single and cross-account 
Scenarios 
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Private APIs integration: Same account

AWS account

Virtual Private Cloud (VPC)

Compliance 

service

Credit service

AWS Account “A”

Amazon

EventBridge

AWS

Step Functions

Connections

AWS 

Secrets Manager

Status: Active
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Private APIs integration across accounts

AWS accountAWS Account “A” AWS Account “B”

Virtual Private Cloud (VPC)

Compliance 

service

Credit service

Amazon

EventBridge

AWS

Step Functions
AWS Resource

Access Manager 

(AWS RAM)

Connections

AWS 

Secrets Manager

Status: Active
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Security Controls
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Private APIs integration tenets

Reliable 

integration
Simple 

developer 

experience

Secure by

design
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Security Controls for Providers
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Security controls for providers
A P I  A U T H O R I Z A T I O N  O P T I O N S

• Authorization enforced by the target (HTTPS API)

• Supported authorization options

• Basic auth

• API key (token)

• OAuth with public and private OAuth endpoint

• TLS encrypted
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Security controls for providers

• Port ranges and association settings
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Security controls for providers

• Port ranges and association settings

• Fine-grained AWS RAM access controls
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Security controls for providers
F I N E - G R A I N E D  A W S  R A M  A C C E S S  C O N T R O L S
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Security controls for providers
F I N E - G R A I N E D  A W S  R A M  A C C E S S  C O N T R O L S
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Security controls for providers
F I N E - G R A I N E D  A W S  R A M  A C C E S S  C O N T R O L S
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Security controls for providers
F I N E - G R A I N E D  A W S  R A M  A C C E S S  C O N T R O L S
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Security controls for providers

• Port ranges and association settings

• Fine-grained AWS RAM access controls

• End-to-end connectivity visibility
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Security controls for providers
E N D - T O - E N D  C O N N E C T I V I T Y  V I S I B I L I T Y
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Security controls for providers

• Port ranges and association settings

• Fine-grained AWS RAM access controls

• End-to-end connectivity visibility

• Custom Resource Policies
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Security controls for providers

• Port ranges and association settings

• Fine-grained AWS RAM access controls

• End-to-end connectivity visibility 

• Custom Resource Policies

• Access logs for Resource Configurations



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Security controls for providers
A C C E S S  L O G S  F O R  R E S O U R C E  C O N F I G U R A T I O N S
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Security controls for providers
A C C E S S  L O G S  F O R  R E S O U R C E  C O N F I G U R A T I O N S
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Security controls for providers
A W S  C L O U D T R A I L  L O G S
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Security controls for providers
A W S  C L O U D T R A I L  L O G S
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Security controls for providers
A W S  C L O U D T R A I L  L O G S
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Security controls for providers
A W S  C L O U D T R A I L  L O G S
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Security Controls for Consumers



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Security controls for consumers

• Explicit acceptance of resource shares

▪ Unless AWS Organizations are used
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Security controls for consumers
E X P L I C I T  A C C E P T A N C E  O F  R E S O U R C E  S H A R E S
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Security controls for consumers
E X P L I C I T  A C C E P T A N C E  O F  R E S O U R C E  S H A R E S
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Security controls for consumers
E X P L I C I T  A C C E P T A N C E  O F  R E S O U R C E  S H A R E S
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Security controls for consumers

• Explicit acceptance of resource shares

▪ Unless AWS Organizations are used

• EventBridge permissions for private connectivity

▪ API destinations (unchanged)

▪ Additional permissions for private connections
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Security controls for consumers
E V E N T B R I D G E  P E R M I S S I O N S  F O R  P R I V A T E  C O N N E C T I V I T Y
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Security controls for consumers

• Explicit acceptance of resource shares

▪ Unless AWS Organizations are used

• EventBridge permissions for private connectivity

▪ API destinations (unchanged)

▪ Additional permissions for private connections

• Step Functions permissions for private connectivity

▪ RetrieveConnectionCredentials (unchanged)

▪ Secrets Manager Get/Describe (unchanged)

▪ Flexible Conditions on API Endpoints (unchanged)
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Security controls for consumers
S T E P  F U N C T I O N S  P E R M I S S I O N S  F O R  P R I V A T E  C O N N E C T I V I T Y
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Reliable integration
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Private APIs integration tenets

Reliable 

integration
Simple 

developer 

experience

Secure by

design
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Rate limit and error handling

https://

Custom

event bus

Rule

Pipe

API 

destination

Rate control

InvocationRateLimitPerSecond:10

Dead-letter queue (DLQ)

Virtual Private Cloud 

(VPC)

Compliance 

service
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Resiliency with Step Functions 

Amazon Simple Storage 

Service (Amazon S3)

AWS Step Functions workflow

Detect fraud

Fraud?

Map: Process 

transactions

Source: CSV

Fraud detected 

event

Process 

transaction

Virtual private cloud (VPC)

Compliance 

service

Credit service
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Resiliency with Step Functions - Catch errors
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Resiliency with Step Functions - Retries 

Amazon Simple Storage 

Service (Amazon S3)

AWS Step Functions workflow

Detect fraud

Fraud?

Map: Process 

transactions

Source: CSV

Fraud detected 

event

Process 

transaction

Virtual private cloud (VPC)

Compliance 

service

Credit service
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Resiliency with Step Functions - Retries 

Amazon Simple Storage 

Service (Amazon S3)

AWS Step Functions workflow

Detect fraud

Fraud?

Map: Process 

transactions

Source: CSV

Fraud detected 

event

Process 

transaction

Virtual private cloud (VPC)

Compliance 

service

Credit service

Retry": [

{

"ErrorEquals": [

”States.Http.StatusCode.429"

],

"BackoffRate": 2,

"IntervalSeconds": 1,

"MaxAttempts": 3,

"Comment":   "RetryOnThrottle",

"JitterStrategy": "FULL"

}

],
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Resiliency with Step Functions - Retries 

Amazon Simple Storage 

Service (Amazon S3)

AWS Step Functions workflow

Detect fraud

Fraud?

Map: Process 

transactions

Source: CSV

Fraud detected 

event

Process 

transaction

Virtual private cloud (VPC)

Compliance 

service

Credit service

Retry": [

{

"ErrorEquals": [

”States.Http.StatusCode.429"

],

"BackoffRate": 2,

"IntervalSeconds": 1,

"MaxAttempts": 3,

"Comment":   "RetryOnThrottle",

"JitterStrategy": "FULL"

}

],

”States.Http.StatusCode.429"
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Resiliency with Step Functions - Redrive 

AWS Step Functions workflow

Virtual private cloud (VPC)

Compliance 

service

Detect fraud

Fraud?

Map: Process 

transactions

Source: CSV

Fraud detected 

event

Process 

transaction

Credit service

What happens 

when 100th 

transaction fails?

Amazon Simple Storage 

Service (Amazon S3)
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Automation with service events

Connection

API 

destination

Default

event bus

Event

Event

Connection Authorized

Connection Deauthorized

Connection Failed Connectivity

API Destination Activated

API Destination Deactivated

Lambda function

Event
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Best practices and considerations
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Rate control and DLQ

Amazon

EventBridge

Virtual private cloud (VPC)

Compliance 

service
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Rate control and DLQ

Amazon

EventBridge

Virtual private cloud (VPC)

Compliance 

service
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Rate control and DLQ

Amazon

EventBridge

Virtual private cloud (VPC)

Compliance 

service

Ingestion To Invocation Success Latency

Dead Letter Queue (DLQ)
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Scale consumers to meet the demand

Amazon

EventBridge

Task

…

Task

…

Task

…

Virtual private cloud (VPC)
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Scaling containers to meet the demand

Amazon SQS
Task

…
Task

…

Task

…

Virtual private cloud (VPC)

AWS Step Functions

Activity
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Use Test state to test API connections
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Use Test state to test API connections
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Use Test state to test API connections
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Things to know

• Understand the quotas

• Can’t share amazon/amazonaws.com addresses

• Private DNS is not currently supported

• Image, audio and video content are not supported with Step 
Functions
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Pricing
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Pricing at a glance

EventBridge API destinations

Public and private APIs: $0.20/M 
invocations

No charges for authorization credentials 
in AWS Secrets Manager

Billed in 64 KB chunks

Step Functions HTTP tasks

No change in pricing for Step Functions

All prices for us-east-1. AWS data transfer charges, AWS PrivateLink and VPC Lattice data processing charges apply.
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Wrap-up
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Additional resources

https://s12d.com/api313

https://s12d.com/api313
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Thank you!

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Please complete the session 
survey in the mobile app
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